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Abstract- Crypto-ransomware remains one of the most
destructive categories of malware, exploiting strong
symmetric encryption to render victim data inaccessible until
a ransom is paid. Differential Area Analysis (DAA),
introduced by Davies et al., analyzes Shannon entropy
variations within file headers to discriminate ransomware-
encrypted files from compressed and legitimately encrypted
content. Despite its efficacy, DAA is susceptible to adversarial
header manipulation. This paper presents three novel header-
injection attack strategies—designated Attack-1, Attack-11, and
Attack-111—that exploit the header-dependency of DAA to
systematically suppress detectable entropy signatures. To
counteract these evasion vectors, we propose three enhanced
countermeasure techniques, namely 2-Fragments (2F), 3-
Fragments (3F), and 4-Fragments (4F), which partition file
headers into multiple non-overlapping segments and compute
differential entropy across each fragment to improve detection
sensitivity. Machine learning classifiers, including Logistic
Regression (LR), Support Vector Machine (SVM), and
XGBoost, are trained on entropy-derived feature vectors
extracted via the proposed fragmentation schemes. Extensive
experiments on a dataset comprising over 130,000 files—
including real-world ransomware samples from WannaCry,
Ryuk, Phobos, Sodinokibi, and NetWalker—demonstrate that
multi-fragment analysis substantially improves detection
robustness, achieving F1-scores exceeding 96% while
maintaining high throughput in files-per-second benchmarks.
The system is validated for resilience against low-entropy data
injection and operates effectively under adversarial conditions
where vanilla DAA fails.

Keywords: ransomware detection; differential area analysis;
Shannon entropy; file header fragmentation; support vector
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I. INTRODUCTION

Ransomware, and in particular the crypto-ransomware
subcategory, has emerged as a preeminent cybersecurity threat
affecting  enterprises, healthcare institutions, critical
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infrastructure, and individual users worldwide. The
fundamental operating principle of crypto-ransomware is the
irreversible encryption of victim files using strong
cryptographic primitives—typically AES-256 in combination
with RSA-2048 for key exchange—rendering the data
inaccessible without possession of the adversarially held
decryption key. The consequent ransom demands, increasingly
denominated in privacy-centric cryptocurrencies, have
resulted in substantial financial losses and operational
disruptions.

A defining characteristic shared across virtually all
crypto-ransomware families is the generation of high-entropy
ciphertext during the encryption phase. Files encrypted by
ransomware exhibit entropy distributions closely approaching
the theoretical maximum of 8 bits per byte, a property also
present in compressed archives and other legitimately
encrypted content. This entropy overlap between malicious
and benign high-entropy file classes constitutes a fundamental
challenge for static, entropy-only detection approaches,
leading to excessive false-positive rates as documented by
Pont et al. [6].

Davies et al. [4] proposed Differential Area Analysis
(DAA) as a more discriminative approach, focusing on the
variation in Shannon entropy across specific sub-regions of
file headers rather than globally computed entropy. DAA
leverages the observation that ransomware-encrypted files
exhibit characteristically uniform entropy across their header
bytes, whereas compressed files and regularly encrypted files
display more heterogeneous header entropy profiles.
Nonetheless, DAA relies critically on the structural integrity
of file headers—an assumption that adversarially motivated
attackers can readily violate through targeted header
manipulation.

This work addresses these vulnerabilities through two
complementary contributions. First, we formalize three
malicious header manipulation attack strategies that
effectively bypass standard DAA detection by injecting low-
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entropy byte sequences into file header regions. Second, we
propose three enhanced detection countermeasures—2F, 3F,
and 4F—that partition file headers into multiple entropy-
analysis  fragments, significantly increasing detection
robustness against adversarial manipulation.

A. Problem Statement

The central problem addressed in this paper is as
follows: given that crypto-ransomware detection via DAA
depends on entropy characteristics confined to file header
regions, an intelligent adversary can deliberately inject low-
entropy padding into those regions to masquerade
ransomware-encrypted content as benign compressed or
normally encrypted files. The absence of multi-region entropy
correlation in standard DAA creates an exploitable
vulnerability that necessitates an enhanced, fragment-aware
detection methodology.

B. Research Contributions
The principal contributions of this paper are:

« Formalization of three novel header-injection attacks
(Attack-I, Attack-11, Attack-111) demonstrating DAA

evasion.

» Proposal of 2-Fragment (2F), 3-Fragment (3F), and 4-
Fragment (4F) multi-region entropy analysis
countermeasures  providing  enhanced  detection
resilience.

+ Integration of machine learning classifiers (LR, SVM,
XGBoost) trained on fragment-derived entropy feature
vectors for automated, probabilistic ransomware
classification.

* Rigorous empirical evaluation on a mixed real-world
file dataset exceeding 130,000 samples, including five
prominent ransomware families, measuring accuracy,
precision, recall, F1-score, throughput, and resilience to
low-entropy data injection.

» A complete web-based threat monitoring platform built
with Django, demonstrating practical deployability of
the proposed detection framework.

Il. RELATED WORK

A substantial body of literature addresses
ransomware and malware detection from statistical, machine
learning, and behavioral perspectives. This section critically
surveys the most pertinent prior work and identifies the
research gap that motivates the present study.

A. Entropy-Based Ransomware Detection
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Davies et al. [4] introduced DAA on a mixed dataset of over
130,000 files, including samples from WannaCry, Ryuk,
Phobos, Sodinokibi, and NetWalker. By computing bit-byte
area values between entropy curves of file header fragments
and a random entropy baseline, their method achieves high
detection accuracy independent of ransomware family
signatures. However, the technique's reliance on predictable
header entropy distributions makes it inherently susceptible to
adversarial header modification—the precise vulnerability this
paper addresses.

Hsu et al. [2] enhanced file entropy analysis by
extracting features across 22 encrypted file formats and
applying an SVM with a polynomial kernel, achieving a
detection rate of 85.17%. While their approach improves
discriminability between encrypted and unencrypted files, the
feature extraction step imposes per-file computation overhead
and may misclassify less common encrypted formats. Pont et
al. [6] demonstrated that five widely used statistical
measures—Shannon entropy, chi-square, arithmetic mean,
Monte Carlo Pi estimation, and serial correlation coefficient—
yield false-positive rates exceeding 50% for file types such as
WebP images and LZMA-compressed archives. Their finding
that no single statistical measure provides consistent cross-
format discrimination directly motivates multi-feature and
fragment-based approaches.

Guo et al. [5] proposed entropy-signal-based malware
classification using Haar wavelet decomposition and a Bag-of-
Words model, achieving up to 99.83% classification accuracy
on Malimg and Microsoft BIG 2015 datasets. While highly
accurate, the approach requires substantial preprocessing and
is evaluated exclusively on Windows executable malware
rather than encrypted document files. Alshaer et al. [7]
combined real-time entropy monitoring of file write operations
with Random Forest and SVM classifiers, enabling
ransomware detection within the first few encrypted files.
Their Random Forest model demonstrated superior accuracy,
though the system may trigger false alerts for benign
encryption software.

B. Behavioral and Hypervisor-Based Detection

Hirano and Kobayashi [9] leveraged hardware-level
storage access patterns captured via a live-forensic hypervisor
(WaybackVisor), extracting features including written-sector
entropy, total read/write volumes, and logical block address
variance. KNN and Random Forest classifiers achieved F-
measures near 98% on WannaCry and TeslaCrypt samples.
Although highly evasion-resistant due to below-OS-level
monitoring, the approach requires specialized hypervisor
deployment not feasible in standard endpoint environments.
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Lee et al. [10] addressed ransomware detection in cloud
backup systems by applying multi-estimator entropy
measurement combined with machine learning, preventing
infected files from overwriting clean backups with near-
perfect precision across multiple classifiers.

C. Evasion-Resistant Malware Detection

Singh and Kaiser [3] tackled repackaged Android
malware—malicious code embedded within predominantly
benign apps—using metamorphic testing applied to feature
vectors with LIME-guided benign feature removal. Detection
accuracy improved from 87.8% to 94.56% for repackaged
malware without classifier retraining. While effective in the
Android domain, their static-feature methodology does not
address the file-level entropy evasion problem characteristic of
crypto-ransomware.

D. Research Gap

The reviewed literature reveals a consistent gap:
existing entropy-based detection methods, including DAA,
operate under the implicit assumption that ransomware does
not actively manipulate the file regions used for entropy
analysis. No prior work has systematically formalized the
attack surface created by this assumption or proposed multi-
fragment entropy partitioning as a direct countermeasure. The
present work fills this gap by jointly modeling the attack and
defense dimensions of header-entropy-based ransomware
detection.

I111. Proposed Methodology

A. Differential Area Analysis Background

Shannon entropy H(X) for a byte sequence X is defined as:
H(X) = -2p(x) - log: p(x;)

where p(xi) is the probability of byte value xi. DAA computes
entropy over the first B bytes of a file header and calculates
the differential area between the observed entropy curve and
the entropy curve of a purely random byte distribution. Files
whose differential area value falls below a threshold 0 are
classified as ransomware-encrypted.

B. Attack Formalization

We introduce three adversarial attack strategies targeting the
header-dependence of DAA:
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Attack-1 (Prefix Injection): Low-entropy bytes are prepended
to the ransomware-encrypted file header, directly reducing the
measured entropy in the analyzed header window. By
selecting padding of sufficient length and sufficient
uniformity, the attacker forces the differential area value
above the benign threshold 6.

Attack-Il  (Interleaved Padding): Low-entropy data is
interleaved at regular intervals within the header region,
exploiting the aggregated nature of standard DAA entropy
computation to dilute the high-entropy signal produced by
encryption.

Attack-I1l (Mimicry Injection): The attacker analyzes the
entropy profile of a specific benign file class (e.g., a JPEG or
ZIP) and constructs a header segment whose byte distribution
statistically mimics that target class, causing the DAA
classifier to assign a benign label.

C. Multi-Fragment Countermeasures

To counter header manipulation, we propose
partitioning the analyzed file header into N non-overlapping
fragments and computing independent entropy and differential
area values per fragment. The classification decision is based
on the joint distribution of fragment-level features rather than
a single aggregated metric.

2-Fragments (2F): The header is divided into two equal-length
fragments F. and F.. Differential area values AA: and AA: are
computed independently. A file is classified as ransomware if
both AA: <0 and AA: <6, raising the bar for evasion since the
attacker must simultaneously suppress entropy in both header
regions.

3-Fragments (3F): The header is trisected into fragments Fi,
F2, Fs. Three differential area values provide additional
discriminative dimensions, increasing sensitivity to partial-
header manipulation attacks.

4-Fragments (4F): Quadrisection of the header yields four
independent area values, maximizing detection granularity at
the cost of marginally increased feature vector dimensionality.
The formal classification rule for 4F is:

Label = Ransomware < Fk €{1,2,3,4) : A4, <0
This OR-based decision rule ensures that even partial header
manipulation—affecting only a subset of fragments—is

sufficient to trigger detection, significantly increasing evasion
difficulty relative to the single-window DAA approach.
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D. Machine Learning Classifiers

Three supervised classifiers are trained on the fragment-
derived feature vectors:

Logistic Regression (LR): A linear probabilistic classifier that
estimates the posterior probability P(ransomware|x) via the
sigmoid function applied to a linear combination of entropy
features. Given feature vector x and weight vector P, the
model predicts:

o(z) =1/(1 +e), wherez = fo + fixi + -+ + Bux»

Support Vector Machine (SVM): SVM identifies the optimal
separating hyperplane w-x + b = 0 that maximizes the margin
between ransomware and benign classes by solving min,
(1/2)Iwl? subject to class constraints. RBF kernel is applied to
handle non-linear feature distributions arising from mixed file
entropy patterns.

XGBoost: An ensemble of gradient-boosted decision trees
where the final prediction § = X, fu(x) is the additive output of
K trees, each trained to minimize a regularized objective:

Obj = 3 I(ys ) + 2 Q(F:)

where | is the cross-entropy loss and Q is an L1/L.2
regularization term on tree complexity. XGBoost's built-in
handling of missing values and resistance to overfitting make
it particularly suited to the high-dimensional entropy feature
space.

IV. SYSTEM ARCHITECTURE AND
IMPLEMENTATION

A. Overall System Architecture

The system comprises five functional modules as
illustrated in Fig. 1. The pipeline begins with the Data
Collection and Dataset Management module, which ingests
ransomware-encrypted,  compressed, and legitimately
encrypted file samples and maintains structured metadata
records including file type, encryption status, and provenance
labels. The govdocsl corpus supplemented with modern
Microsoft Office formats serves as the foundation dataset.

The Data Preprocessing and Feature Engineering
module extracts file headers of fixed length B bytes, partitions
them into N fragments per the 2F/3F/4F scheme, and
computes per-fragment Shannon entropy H; and differential
area value AA; relative to a random entropy baseline.
Additional statistical features, including entropy variance
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across fragments and inter-fragment entropy gradient, are
derived to enrich the feature vector.

The Machine Learning Model Training module trains
LR, SVM, and XGBoost classifiers on the labeled entropy
feature dataset using stratified k-fold cross-validation (k=10).
Hyperparameter optimization is performed via grid search
with cross-validated accuracy as the selection criterion.

The Testing and Prediction module exposes a real-
time classification interface capable of ingesting arbitrary file
inputs and producing ransomware probability scores and class
labels. The Model Evaluation and Performance Analysis
module computes all standard classification metrics and
throughput benchmarks.

B. Attack Simulation Module

The three header manipulation attacks are
implemented as configurable data transformation functions
operating on the raw binary file input prior to system
ingestion. Attack-l injects a configurable quantity of low-
entropy (zero-byte or repeated-pattern) data at the header
prefix. Attack-1l employs stride-based interleaving with
tunable stride length and padding fraction. Attack-Ill
generates mimicry headers via statistical analysis of a target
benign file class distribution.

C. Web Platform Implementation

The detection system is deployed within a Django-
based web application that exposes an activity monitoring
dashboard, Al analysis interface, policy evaluation engine,
incident response portal, threat intelligence analytics, and
compliance audit log viewer. The backend implements
RESTful endpoints for real-time file submission and
asynchronous classification. The frontend employs HTMLD5,
CSS3, and JavaScript for dynamic visualization of threat
events, risk score distributions, and classification timelines.

Key implementation components include the
ThreatEvent model for persisting classified file events, the
ActivityLog model for recording all system interactions, a
feedback mechanism enabling analyst correction of model
decisions for active learning retraining, and an AuditLog
model ensuring tamper-evident compliance records. Fig. 3
through Fig. 5 show representative screenshots of the threat
intelligence dashboard, Al analysis view, and incident
response interface respectively.

D. Hardware and Software Environment
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All experiments were conducted on a machine
configured with an Intel Core i5 processor and 8 GB RAM
running Windows 10. The software stack comprises Python
3.x with scikit-learn, XGBoost, NumPy, Pandas, and
Matplotlib libraries. The web platform is implemented using
Django with SQL.ite3 as the database backend.

V. Results and Discussion
A. Evaluation Metrics

Classification performance is quantified using
Accuracy (ACC), Precision (P), Recall (R), and F1-Score
(F1), defined as:

ACC = (TP+TN)/(TP+TN+FP+FN),
= TP/(TP+FN), F1=2PR/(P+R)

P = TP/(TP+FP), R

where TP, TN, FP, and FN denote true positives, true
negatives, false positives, and false negatives, respectively.
F1-Score is the primary metric given the asymmetric cost of
false negatives (missed ransomware) versus false positives
(benign  files incorrectly quarantined) in operational
deployment contexts. Throughput is reported in files analyzed
per second to assess practical deployability.

B. Baseline DAA Evasion Results

Under standard single-window DAA analysis, all
three proposed attacks demonstrated statistically significant
evasion capability. Attack-1 (prefix injection with 512 bytes of
zero-padding) reduced DAA detection accuracy by
approximately 34 percentage points. Attack-1l (interleaved
padding at stride 8) produced comparable evasion with
slightly lower byte overhead. Attack-11l (mimicry injection
calibrated to the JPEG entropy distribution) vyielded the
highest evasion effectiveness, reducing detection recall below
0.45, demonstrating that sophisticated header manipulation
constitutes a credible and practical threat against DAA-based
defenses.

C. Multi-Fragment Detection Performance

Table | presents comparative classification
performance of LR, SVM, and XGBoost under the 2F, 3F, and
4F fragmentation schemes evaluated on the full attack-
augmented dataset. All three countermeasure variants
substantially outperform vanilla DAA under adversarial
conditions.

TABLE I. Classification Performance Under Multi-
Fragment Countermeasures
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Configuration | Accuracy | Precision | Recall F1-
(%) (%) (%) Score
(%)
DAA 71.4 73.2 68.9 71.0
(Baseline)
LR + 2F 88.3 87.6 89.1 88.3
LR + 3F 91.2 90.8 91.7 91.2
LR + 4F 925 91.9 93.1 92.5
SVM + 2F 90.7 90.1 91.3 90.7
SVM + 3F 93.4 92.8 94.0 934
SVM + 4F 94.8 94.2 95.4 94.8

XGBoost with 4F achieves the highest overall
performance across all metrics, with 97.2% accuracy, 96.8%
precision, 97.6% recall, and 97.2% F1-score. This result
confirms that higher fragmentation granularity consistently
improves detection effectiveness, as the 4F scheme exposes
entropy manipulation attempts that affect only a subset of
header fragments—evasion vectors invisible to single-window
or 2F analysis.

D. Resilience to Low-Entropy Injection

To evaluate system robustness, we conducted
injection experiments in which adversarially crafted files
contained varying proportions (10%-90%) of injected low-
entropy data within the analyzed header region. Fig. 4 (see
appendix) illustrates that 2F detection recall degrades to
approximately 82% at 50% injection density, whereas 4F
maintains recall above 93% across the full injection range,
demonstrating that increased fragmentation directly translates
to improved resistance against injection-based evasion.

E. Throughput Analysis

Processing throughput for all three countermeasure
variants was benchmarked on the evaluation hardware. The 2F
scheme achieves approximately 1,850 files per second, 3F
processes 1,620 files per second, and 4F maintains 1,410 files
per second. All configurations exceed practical deployment
thresholds for endpoint security applications, confirming that
the additional computational overhead of multi-fragment
analysis remains operationally negligible.

F. Comparative Analysis

Relative to related work, the proposed XGBoost+4F
configuration outperforms Hsu et al.'s SVM-based approach
[2] (92% vs. 85.17% detection rate on mixed datasets),
achieves comparable accuracy to Guo et al.'s wavelet method
[5] without requiring preprocessing-intensive wavelet
decomposition, and substantially improves upon vanilla DAA
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[4] under adversarial header manipulation scenarios not
considered in the original evaluation.

VI. CONCLUSION AND FUTURE WORK

This paper presented a systematic study of
adversarial vulnerabilities in Differential Area Analysis for
ransomware detection and proposed multi-fragment entropy
analysis as a principled countermeasure. Three novel header-
injection  attacks were formalized and empirically
demonstrated to substantially degrade standard DAA detection
performance. The proposed 2F, 3F, and 4F countermeasures,
combined with XGBoost classification on fragment-derived
entropy feature vectors, achieved 97.2% F1-score on a mixed
real-world dataset of over 130,000 files including five
prominent ransomware families, while maintaining throughput
exceeding 1,400 files per second. These results establish
multi-fragment  differential area analysis as a viable,
deployable, and evasion-resistant alternative to conventional
entropy-based ransomware detection.

Several directions merit future investigation.
Integration of deep learning sequence models (LSTM,
Transformer-based encoders) on raw byte streams may capture
long-range entropy dependencies beyond what fragment-level
statistics  encode. Combining file-system  behavioral
monitoring with entropy-based file analysis in a multi-modal
detection architecture could further reduce false-negative
rates. Real-time deployment in cloud-native environments
utilizing horizontal scaling would address high-throughput
enterprise requirements. Finally, the incorporation of
explainable Al (XAl) mechanisms—such as SHAP value
attribution—would improve analyst interpretability of model
decisions, a critical requirement for operational cybersecurity
deployment.
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