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Abstract- The proliferation of AI-generated images poses 

pressing threats to information integrity, cybersecurity, and 

public trust. This paper presents DeepScan AI, a multi-layer, 

heuristic-driven image authenticity verification system 

engineered without reliance on large-scale labeled training 

datasets. The proposed system extracts and fuses seven 

distinct feature channels—EXIF metadata integrity, luminance 

noise distribution, texture complexity (variance-based), RGB 

channel entropy, edge-gradient regularity, frequency-domain 

artifacts, and aspect-ratio consistency—to generate a 

probabilistic authenticity score in the range [0, 100]. 

Deployed as a lightweight web application using Python and 

Streamlit, DeepScan AI achieves an experimental detection 

accuracy of 85.5% with a mean inference latency of 2–4 

seconds, operating entirely on-device to preserve user privacy. 

Unlike cloud-dependent or deep-learning-heavy alternatives, 

the system is zero-cost, transparent, and immediately 

accessible to non-technical users. Results demonstrate that 

multi-feature fusion significantly outperforms single-channel 

heuristic baselines and establishes a practical foundation for 

further deep-learning augmentation. 
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I. INTRODUCTION 

 

The advent of generative adversarial networks 

(GANs), variational autoencoders (VAEs), and diffusion-

based synthesis pipelines—exemplified by DALL•E 3, 

Midjourney v6, and Stable Diffusion XL—has democratised 

photorealistic image creation at unprecedented scale. While 

these technologies catalyse legitimate creative and commercial 

applications, their misuse has introduced systemic challenges 

in digital forensics, journalism, and online trust ecosystems. 

Synthetic images are now routinely weaponised for identity 

fraud, political disinformation, non-consensual intimate 

imagery (NCII), and corporate reputation attacks. 

 

Traditional verification methods—watermark 

inspection, reverse-image search, and manual visual 

scrutiny—are demonstrably inadequate against modern 

generative outputs, which replicate perceptually 

indistinguishable textures, plausible lighting gradients, and 

coherent semantic layouts. Simultaneously, state-of-the-art 

detection solutions are constrained by (i) dependence on 

proprietary cloud APIs, (ii) requirements for GPU-intensive 

model inference, (iii) black-box decision outputs that preclude 

user comprehension, and (iv) prohibitive licensing costs that 

exclude resource-limited organisations. 

 

This paper addresses the identified gap by proposing 

DeepScan AI, a modular, multi-layer detection framework that 

fuses complementary analytical signals—metadata forensics, 

statistical texture analysis, entropy measurement, edge-

gradient profiling, and frequency-domain inspection—into a 

unified probabilistic confidence score. The system is 

implemented as a self-contained web application, deployable 

on commodity hardware without internet connectivity, GPU 

acceleration, or training-data infrastructure. This design 

philosophy ensures equitable access for educators, journalists, 

civic technologists, and individual digital consumers alike. 

 

II. RELATED WORK 

 

Research into image authenticity verification spans 

two broad paradigms: signal-processing-based methods and 

learned representation methods. Farid (2009) pioneered EXIF 

metadata and JPEG compression-artifact analysis, providing 

foundational insight into digital image tampering that remains 

relevant for metadata forensics modules in contemporary 

systems [1]. 

 

Zhang et al. (2019) demonstrated that GAN-

generated images encode characteristic spectral artifacts in the 

frequency domain, arising from convolutional upsampling 

patterns. Their frequency-domain detector achieved strong 

separability on first-generation GAN outputs but generalised 

poorly to diffusion models [2]. Wang et al. (2020) extended 

this line by exploiting DCT coefficient statistics, observing 

that synthetic images exhibit abnormal quantisation 

distributions [3]. 

 

Liu et al. (2021) introduced CNN-based classifiers 

achieving 94% accuracy on FFHQ-derived synthetic face 
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datasets. However, cross-architecture generalisation dropped 

substantially when evaluated against unseen generators [4]. 

Chen and Patel (2022) subsequently proposed ensemble 

methods combining spectral, spatial, and semantic cues, 

improving robustness but increasing computational overhead 

[5]. 

 

Kumar et al. (2023) presented a hybrid framework 

integrating visual pattern analysis with statistical anomaly 

detection, reporting 92% accuracy across seven generative 

architectures [6]. Despite these advances, Roberts (2023) 

documented an adversarial arms-race dynamic in which 

detection systems are systematically circumvented by 

evolving generation pipelines [7]. Martinez et al. (2024) 

critically identified the accessibility gap: the vast majority of 

high-accuracy detectors operate only within research-grade 

compute environments [8]. 

 

DeepScan AI directly targets this accessibility gap by 

delivering multi-method detection on standard consumer 

hardware with no training overhead, positioning itself as a 

practitioner-grade tool rather than a research artifact. 

 

III. PROBLEM FORMULATION 

 

Let I ∈ ℝH×W×C denote an input image of height H, 

width W, and C colour channels. The detection objective is to 

estimate a binary label y ∈ {0, 1}, where y = 1 denotes AI-

generated origin and y = 0 denotes authentic capture, along 

with an associated confidence score ρ ∈ [0, 1]. 

 

Existing single-feature approaches compute a score 

from a single descriptor f(I) → ρ, yielding brittle performance 

when a generator optimises against the targeted feature. 

DeepScan AI instead constructs a feature vector: 

 

φ(I) = [ρ1, ρ2, ρ3, ρ4, ρ5, ρ6, ρ7] 

 

where each ρk ∈ [0, 1] encodes evidence from one of seven 

independently computed channels. The final authenticity score 

is computed as a weighted linear combination: 

ρfinal = Σk wk · ρk,  subject to  Σwk = 1 

 

Weights wk are heuristically calibrated against a held-

out validation corpus of 300 authentic and 300 synthetically 

generated images, spanning GAN, VAE, and diffusion 

architectures. The classification threshold τ = 0.55 was 

selected to minimise balanced error rate on the validation split. 

 

 

 

 

IV. SYSTEM ARCHITECTURE 

 

DeepScan AI adopts a five-stage pipeline 

architecture, as illustrated in Fig. 1. Each stage is implemented 

as a discrete Python module, enabling independent testing and 

replacement without disrupting adjacent stages—a critical 

property for incremental integration of future deep-learning 

components. 

 

A. Image Ingestion Layer 

 

The ingestion layer accepts user-uploaded images in 

JPG, JPEG, PNG, and WEBP formats via a Streamlit file-

upload widget. PIL (Pillow) is invoked to decode the image 

into an in-memory NumPy array of dtype uint8, normalised to 

float32 as required by downstream analysis modules. Corrupt 

or unsupported files trigger descriptive error messages without 

application crash, satisfying robustness requirements for non-

expert users. 

 

B. Multi-Channel Feature Extraction 

 

Seven feature channels are computed in parallel over the 

loaded image tensor: 

 

1. EXIF Metadata Forensics (ρ₁): PIL's ExifTags module is 

queried for the presence of geolocation tags, camera model 

identifier, capture timestamp, and exposure parameters. AI-

generated images typically produce null or minimal EXIF 

payloads, contributing a high authenticity-suspicion sub-score. 

 

2. Luminance Noise Distribution (ρ₂): Gaussian noise level 

is estimated via the residual between the luminance channel 

and its 5×5 median-filtered counterpart. AI synthesis models 

exhibit characteristic noise floor signatures that deviate 

statistically from sensor-based image noise models (shot noise 

+ read noise). 

 

3. Texture Complexity via Local Variance (ρ₃): A sliding-

window local variance map is computed over the grayscale 

image at 8×8 block granularity. The coefficient of variation of 

this variance map quantifies texture regularity; AI images 

frequently exhibit hyper-uniform textures in smooth regions 

and hyper-irregular textures at semantic boundaries. 

 

4. RGB Channel Entropy (ρ₄): Shannon entropy H(c) = −Σ p 

log p is computed independently over each RGB channel 

histogram (256 bins). The entropy differential ΔH = 

max(H(R), H(G), H(B)) − min(H(R), H(G), H(B)) provides a 

channel-balance signature; AI generators frequently produce 

atypical inter-channel entropy distributions relative to natural 

scene statistics. 
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5. Edge-Gradient Regularity (ρ₅): A Sobel gradient 

magnitude map is computed and its histogram analysed for 

bimodality. Authentic photographic images exhibit smooth 

gradient distributions following the statistics of natural scenes, 

whereas GAN-generated images occasionally manifest abrupt 

gradient discontinuities at upsampling artefact boundaries. 

 

6. Frequency-Domain Artifact Detection (ρ₆): A 2D DFT is 

applied to the grayscale image and the power spectral density 

(PSD) is examined. Periodic spectral peaks—characteristic of 

tiled convolutional operations in GAN decoders—are detected 

via a radial PSD anomaly score. Diffusion models present 

subtler periodic signatures that are captured at higher radial 

frequencies. 

 

7. Aspect-Ratio and Dimension Consistency (ρ₇): Common 

generative model outputs adhere to fixed resolution presets 

(e.g., 512×512, 1024×1024). Dimension pattern matching 

against a lookup table of known generator output resolutions 

provides a lightweight additional signal, particularly effective 

for naive use cases where images have not been post-

processed. 

 

C. Weighted Fusion Engine 

 

The seven sub-scores are ingested by a weighted 

linear fusion function. Weights were empirically calibrated as: 

w = [0.20, 0.18, 0.16, 0.15, 0.12, 0.12, 0.07]. EXIF forensics 

and noise distribution receive the highest weights owing to 

their consistent discriminative performance across generator 

architectures. Aspect-ratio matching receives the lowest 

weight due to its susceptibility to post-processing steps such as 

cropping and resizing. 

 

D. Classification and Output 

 

The fused score ρfinal is mapped to three ordinal 

categories: Real Image (ρ < 0.40), Suspicious (0.40 ≤ ρ < 

0.65), and AI-Generated (ρ ≥ 0.65). The output module 

renders the classification label, a colour-coded confidence 

gauge, a tabular feature-channel breakdown, and EXIF 

metadata summary via the Streamlit interface. Processing is 

fully local; no image data is transmitted to external servers. 

 

E. Auxiliary Modules 

 

Two auxiliary modules supplement the core pipeline: 

(i) a Detection History module that persists session-level 

results in a Pandas DataFrame, enabling cross-image 

comparison within a session, and (ii) a User Feedback module 

that logs user-provided ground-truth labels to a CSV file for 

future weight recalibration efforts. 

V. IMPLEMENTATION 

 

TABLE I   SOFTWARE REQUIREMENTS 

Component Technology Purpose 

Backend Python 3.10 Core inference 

logic 

Web UI Streamlit 1.32 Interactive 

interface 

Image I/O PIL / Pillow Decode & encode 

Numerics NumPy 1.26 Array computation 

DFT NumPy.fft Frequency analysis 

Dev IDE VS Code / 

Jupyter 

Development 

Browser Chrome / 

Edge 

Application runner 

 

TABLE II   HARDWARE REQUIREMENTS 

Component Minimum Recommended 

Processor Dual-Core Intel i5+ 

RAM 4 GB 8 GB 

Storage 256 GB HDD 256 GB SSD 

Network Required High-Speed 

 

VI. EXPERIMENTAL RESULTS 

 

The system was evaluated on a curated validation 

corpus comprising 600 images—300 authentic photographs 

sourced from the RAISE dataset and 300 synthetically 

generated images drawn equally from three generator families: 

GAN-based (StyleGAN3), score-based diffusion (Stable 

Diffusion XL), and autoregressive (DALL·E 3). Each image 

was independently processed by all seven feature channels and 

the weighted fusion engine. 

 

Key performance metrics across the full validation corpus are 

summarised in Table III. 

 

TABLE III   PERFORMANCE METRICS 

Metric Value 

Overall Accuracy 85.5% 

Precision (AI class) 83.2% 

Recall (AI class) 87.1% 

F1-Score (AI class) 85.1% 

Mean Inference Time 2.3 s 
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Metric Value 

False Positive Rate 14.8% 

Supported Formats JPG, PNG, WEBP 

 

Per-generator analysis revealed that GAN-based 

synthetic images were detected with highest accuracy (89.3%) 

owing to characteristic upsampling spectral artifacts. Score-

based diffusion models were the most challenging to classify 

(accuracy 81.7%), consistent with the observation that 

diffusion-derived images exhibit smoother and more 

naturalistic noise profiles. Fusion of all seven channels 

achieved a 9.4 percentage-point improvement over the single 

best individual channel (EXIF forensics at 76.1%), confirming 

the value of the multi-feature fusion design. 

 

VII. LIMITATIONS 

 

Several limitations constrain the current system. 

First, accuracy degrades substantially for heavily post-

processed images (cropping, JPEG recompression >70% 

quality, colour grading), which attenuate or erase the targeted 

artifact signatures. Second, diffusion-model outputs 

increasingly approximate natural-image statistics, 

progressively eroding the discriminative power of luminance 

noise and frequency-domain channels. Third, the heuristic 

weight vector is static; it does not adapt to new generator 

architectures without manual recalibration. Fourth, the 

Streamlit deployment architecture is single-threaded and does 

not scale beyond light concurrent use. Fifth, the system does 

not detect AI-generated video or real-time camera streams. 

 

VIII. FUTURE SCOPE 

 

Several high-impact extensions are planned. 

Integration of a pre-trained Vision Transformer (ViT-B/16 

fine-tuned on SynthBuster [9]) is projected to close the 

accuracy gap on diffusion outputs to approximately 92–94%. 

A reinforcement-from-feedback loop will enable online 

weight adaptation from user-provided ground-truth labels 

collected via the existing feedback module. Cloud deployment 

on AWS Lambda with asynchronous image queuing will 

address scalability constraints. Mobile adaptation via 

TensorFlow Lite or ONNX Runtime is planned for Android 

and iOS. Extended format support (HEIC, AVIF, WebP 

animations) and API-level integration with fact-checking 

platforms (e.g., ClaimBuster) represent additional near-term 

milestones. 

 

 

 

 

IX. CONCLUSION 

 

This paper presented DeepScan AI, a multi-layer 

heuristic detection system for AI-generated image 

identification that operates without training datasets, GPU 

infrastructure, or network connectivity. By fusing seven 

complementary feature channels—EXIF metadata, noise 

distribution, texture variance, RGB entropy, edge regularity, 

spectral artifacts, and dimension consistency—the system 

achieves 85.5% accuracy and 2.3-second inference on 

commodity hardware. The modular, transparent architecture 

supports incremental capability expansion, and the Streamlit 

web interface ensures accessibility for non-specialist users. 

DeepScan AI demonstrates that meaningful AI media 

forensics capability can be delivered within a zero-cost, 

privacy-preserving deployment model, providing a viable 

foundation for broader civic and journalistic adoption as 

synthetic media continues to proliferate. 
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