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Abstract- Network security has become a critical concern for
educational institutions managing complex IT infrastructure
with hundreds of interconnected devices. Manual auditing of
network ports and services is time-consuming, error-prone,
and often fails to detect unauthorized services or outdated
software versions that provide entry points for attackers. This
paper presents a comprehensive automated framework for
network vulnerability assessment using Nmap (Network
Mapper) and its Scripting Engine (NSE). The proposed system
performs automated host discovery, service enumeration,
version detection, and vulnerability identification within
institutional networks using stealth scanning techniques
combined with NSE scripts. Our implementation successfully
identified critical vulnerabilities including backdoor command
execution in vsftpd 2.3.4 (CVE- 2011-2523), remote code
execution in Samba 3.0.20 (CVE-2007-2447), and weak
authentication mechanisms in MySQL databases. Testing on
Metasploitable 2 environment demonstrated 85 percent time
reduction compared to manual assessment while improving
accuracy and coverage across large network segments. The
framework generates comprehensive XML and HTML reports
suitable for administrative review and remediation planning.
Results validate the effectiveness of automated scanning over
traditional manual methods for continuous security
monitoring in educational networks.

Keywords: Automated Security Assessment, CVE Database,
Network Security, Nmap, NSE Scripts, Penetration Testing,
Port Scanning, and Vulnerability Assessment.

I. INTRODUCTION

In the contemporary digital landscape, educational
institutions face increasing cybersecurity challenges due to
expanding network infrastructure and proliferation of
connected devices.

M.S. Bidye Engineering College (MSBECL), like
many institutions, maintains hundreds of networked endpoints
including workstations, servers, Internet of Things (loT)
devices, and mobile equipment. Each endpoint represents a
potential vulnerability that malicious actors could exploit to
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gain unauthorized access, exfiltrate sensitive data, or disrupt
critical services [1].

Traditional manual network auditing methods are
inadequate for modern institutional networks. System
administrators struggle to maintain accurate inventories of
active services, open ports, and software versions across all
network nodes. This visibility gap creates security blind spots
where outdated software, misconfigured services, or
unauthorized applications operate undetected. According to
recent cybersecurity reports, 60 percent of data breaches
exploit known vulnerabilities for which patches were available
but not applied [2].

Nmap (Network Mapper) has emerged as the industry
standard for network discovery and security auditing since its
introduction in 1997 by Gordon Lyon (Fyodor Vaskovich) [3].
Beyond basic port scanning, modern Nmap integrates
advanced capabilities including Operating System (OS)
fingerprinting, service version detection, and scriptable
vulnerability assessment through the Nmap Scripting Engine
(NSE). The NSE framework contains over 600 pre-built
scripts covering vulnerability detection, malware discovery,
and security misconfiguration identification.

This research presents a systematic framework
leveraging Nmap's capabilities to automate vulnerability
assessment within institutional networks. Our methodology
encompasses host discovery, service enumeration, version
detection, vulnerability scanning using NSE scripts, and
automated report generation. The framework addresses key
limitations of manual auditing including human error, time
constraints, and incomplete coverage while providing
actionable intelligence for security remediation.

Il. LITERATURE SURVEY
A. Evolution of Network Scanning Technologies

Nmap was authored by Gordon Lyon in 1997 as an
open-source network exploration tool. Written in C and C++,
the original version focused on efficient port scanning using
raw IP packets. Subsequent releases added Transmission
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Control  Protocol/Internet ~ Protocol ~ (TCP/IP)  stack
fingerprinting for OS detection, service version probing, and
the Lua-based scripting engine in 2007 [3]. The NSE
revolutionized vulnerability assessment by enabling automated
security checks through community- contributed scripts.

Smith et al. [4] compared various scanning methodologies
including Internet Control Message Protocol (ICMP) ping
sweeps, TCP connect scans, and Synchronize (SYN) stealth
scans. Their analysis demonstrated that stealth scanning
techniques significantly reduce detection rates while
maintaining scan accuracy. However, stealth scans require
root privileges and careful tuning to avoid triggering Intrusion
Detection Systems (IDS).

B. Vulnerability Databases and Classification

The Common Vulnerabilities and Exposures (CVE)
system, maintained by MITRE Corporation, provides
standardized identifiers for publicly disclosed security
vulnerabilities. The National Vulnerability Database (NVD),
operated by the National Institute of Standards and
Technology (NIST), augments CVE entries with severity
scores using the Common Vulnerability Scoring System
(CVSS) [5]. These databases enable automated correlation
between detected service versions and known vulnerabilities.

Johnson and Williams [6] investigated the
effectiveness of automated vulnerability scanners versus
manual penetration testing. Their findings indicate that
automated tools excel at comprehensive coverage and
consistency but may produce false positives. Integration of
multiple data sources and validation techniques improves
detection accuracy.

C. Existing Frameworks

Commercial vulnerability scanners including Nessus,
Qualys, and OpenVAS provide comprehensive assessment
capabilities but often lack the flexibility of open-source
alternatives. Chen et al. [7] evaluated various frameworks,
concluding that Nmap combined with NSE scripts offers
comparable detection rates to commercial solutions while
providing greater customization for specific environments.

I1l. SYSTEM DESIGN AND METHODOLOGY
System Architecture

Our vulnerability assessment framework implements
a multi- phase scanning methodology designed to balance
thoroughness with network impact. The architecture comprises
five core modules: Target Enumeration, Host Discovery,
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Service Detection, Vulnerability Assessment, and Report
Generation.

Hardware Requirements:

Processor - Intel

Core i5 or equivalent (minimum

2.5 gigahertz (GHz)); Random Access Memory (RAM) - 8
gigabyte (GB) minimum (16 GB recommended); Network -
Gigabit Ethernet adapter or 802.11ac wireless; Storage - 100
GB available for scan results.

Software Requirements: Operating System Kali Linux
2023.x or Ubuntu 22.04 Long Term Support (LTS); Nmap
Version 7.94 or later with NSE support; Zenmap - Graphical
User Interface (GUI) for visualization; Python 3.8 or higher
for result parsing; Test Environment - Metasploitable 2 Virtual
Machine (VM) for validation.

Implementation Methodology

Phase 1: Network Discovery. Initial reconnaissance identifies
active hosts within the target subnet using ICMP echo
requests, TCP SYN packets to common ports, and Address
Resolution Protocol (ARP) requests for local networks. The
following command performs efficient host discovery:

- -PE -P322,80 443

T
1921661 .0/24

The -sn flag disables port scanning, while -PE enables ICMP
echo and -PS performs SYN discovery to specified ports. This
approach maximizes coverage while minimizing network load.

Phase 2: Port Scanning and Service

Detection. After identifying active hosts, we perform
comprehensive port scanning using SYN stealth scanning
combined with service version detection:

PSS-S -p—Ye [0 fHn e ity 7
1921681 45

The -sS flag enables SYN scanning, -sV activates version
detection, -p- scans all 65,535 ports, and --version-intensity 7
configures aggressive version probing. This phase provides
critical data for vulnerability correlation.

Phase 3: Operating System Fingerprinting. Accurate OS
identification enables targeted vulnerability assessment based
on platformspecific weaknesses. Nmap's OS detection
analyzes TCP/IP stack characteristics including window sizes,
Time To Live (TTL) values, and TCP options:
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ArnEp-0--08s B Pess 192 1651 45

Phase 4: Vulnerability Assessment with NSE. The NSE
framework enables automated vulnerability detection through
Lua scripts. We implemented targeted scanning for common
vulnerability classes.

Server Message Block (SMB) Vulnerabilities (EternalBlue -
MS17-010):

Amap-pd4s--oi prermb-vulre sl 7- 010
192168145

This script detects the critical vulnerability exploited by
WannaCry ransomware.

Web Application Vulnerabilities:

nmap-pEl,443--scr prhtp-
enumil¥2 168145

These scripts enumerate web directories and detect common
vulnerabilities.

Authentication Weaknesses:

These scripts identify anonymous File Transfer
Protocol (FTP) access and MySQL instances with blank
passwords.

nmap-p21.22.3306--scriptftpanon.mysql-empty-password
192.168.1.45

Phase 5: Report Generation. Scan results are exported in
Extensible Markup Language (XML) format for programmatic
analysis and converted to HyperText Markup Language
(HTML) for human review:

nmap -5V --seript vuln X

results. xm1192.168.1.0/24

IV. RESULTS AND ANALYSIS
Experimental Setup

We deployed our framework in a controlled
laboratory environment using Virtual Box hypervisor. The test
network consisted of: Scanning System - Kali Linux 2023.3 (8
GB RAM,4 Central Processing Unit (CPU) cores): Target
System - Metasploitable 2 (vulnerable Linux distribution);
Network Configuration Network Address Translation (NAT)
network (192.168.1.0/24 subnet).
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Vulnerability Findings Our comprehensive scan identified
multiple critical vulnerabilities across various service
categories. Table | summarizes key findings with associated
CVE identifiers and CVSS severity scores.

TABLE |
VULNERABILITY ASSESSMENT RESULTS
CVEIDt s
IPAddress | Port| Service | Vulnerability vss
fpd | Backd CVE20112523
Ve ACKA0Or
2 A 2
192168.1.45) 21 |, 57 Exee 10.0
¥SQL
SSH gerver
102.168.1.45| 22 ?1;;’;‘ UserEnum | CVE201815473 5 5
CVE-t is
192.168.1.45| 80 Apache | RangeHeader 20113192 atabase
228 DoS 8
CVE20072447
Samba RemoteCode
> A A
192.168.1.45) 445 | 0 Frec 10.0
MySQL | Empty _ 9.0false
192.168.1.45| 3306| 5.0.51 Password [NA a
Performance Metrics Our framework demonstrated

significant efficiency improvements over manual assessment
methods. Network Discovery scanned 254 hosts in 23
seconds. Port Scanning completed 1000 common ports per
host in 45 seconds. Full Vulnerability Scan achieved complete
assessment in 8 minutes 12 seconds. Report Generation
produced XML and HTML output in 3 seconds. Compared to
manual auditing requiring approximately 4-6 hours for similar
coverage, our automated approach achieved 85 percent time
reduction.

Critical Vulnerability Analysis vsftpd 2.3.4 Backdoor (CVE-
2011-2523): This critical vulnerability allows unauthenticated
remote code execution through a malicious backdoor inserted
in the vsftpd source code. When a username containing ":)" is
submitted, the service opens a shell on TCP port 6200 [8]. Our
NSE script successfully detected this vulnerability with 100
percent confidence.

Samba 3.0.20 Remote Exploitation (CVE2007-2447): The
username map script vulnerability in Samba versions 3.0.20
through 3.0.25rc3 enables command injection through crafted
username strings. Exploitation grants root-level access on
vulnerable systems [9]. Our scan identified critical flaw
requiring immediate remediation.
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Empty Root Password: Database running without root
password  authentication  represents  severe  security
misconfiguration. Our assessment revealed weakness,
enabling unauthorized access and potential data exfiltration.

False Positive Analysis

Manual verification of scan results revealed positive
rate of approximately 8 percent, primarily related to version-
specific vulnerabilities where patch status could not be
definitively determined through banner analysis alone.
Integration with asset management databases containing patch
compliance data would reduce false positives.

V. DISCUSSION

Advantages of Automated Assessment Our implementation
demonstrates several key advantages over manual
vulnerability —assessment approaches. The automated
framework provides consistent, repeatable scans eliminating
human error and oversight. Comprehensive port coverage
across all 65,535 TCP ports identifies unauthorized services
that administrators may overlook. Integration with
continuously updated vulnerability databases ensures detection
of newly disclosed threats [10].

The scriptable nature of NSE enables customization
for institution-specific security policies and compliance
requirements. Organizations can develop proprietary scripts to
detect configuration violations, unauthorized software, or
policy noncompliance beyond standard vulnerability
detection.

Limitations and Challenges Despite significant benefits, our
approach faces several limitations. Aggressive scanning may
trigger intrusion detection systems or impact network
performance, requiring careful timing and rate limiting.
Version based vulnerability detection produces false positives
when patches are applied without updating version banners.
Encrypted or authenticated services resist version detection,
reducing assessment accuracy.

The framework currently lacks intelligent
vulnerability prioritization based on asset criticality, threat
intelligence, and exploit availability. Future enhancements
should incorporate risk-based scoring to guide remediation
prioritization effectively.

Ethical and Legal Considerations

Vulnerability assessment must be conducted within
appropriate legal and ethical frameworks. Institutional
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authorization is mandatory before scanning network
infrastructure. Unauthorized scanning may violate computer
fraud statutes or network acceptable use policies. Our
framework includes audit logging to maintain accountability
and demonstrate compliance with organizational security
policies [11].

VI. CONCLUSION

This research presented a comprehensive framework
for automated network vulnerability assessment using Nmap
and the NSE scripting engine. Our implementation
successfully identified critical wvulnerabilities including
backdoor command execution, authentication weaknesses, and
unpatched services within institutional network environments.
The automated approach demonstrated 85 percent time
reduction compared to manual auditing while improving
consistency and coverage.

Experimental results on Metasploitable 2 test
environment validated the framework's effectiveness in
detecting high- severity vulnerabilities requiring immediate
remediation. Integration with standardized vulnerability
databases enabled automated correlation between detected
service versions and known CVE entries, facilitating rapid risk
assessment.

Future research directions include integrating
machine learning for intelligent vulnerability prioritization,
developing real-time monitoring dashboards with automated
alerting, and expanding script libraries to address emerging
threat vectors including loT devices and cloud services.
Enhancement of false positive reduction through patch
compliance integration represents another valuable avenue for
investigation.

The framework provides educational institutions with
practical tools to maintain robust network security postures
through  continuous  assessment and  evidence-based
remediation planning. As cyber threats continue evolving,
automated vulnerability assessment remains essential for
proactive security management.
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