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Abstract- Security and privacy have become critical concerns
in modern smart environments where traditional door locking
mechanisms, such as keys and PIN-based systems, are no
longer sufficient to ensure robust access control. To overcome
these limitations, this paper presents LockMate, an Artificial
Intelligence-based Dual Biometric Authentication System that
integrates facial recognition and fingerprint verification for
secure door access. The system is implemented using a lot. Al
algorithms perform real-time facial detection and recognition,
while the fingerprint sensor provides a secondary layer of
authentication. This multi-level verification framework
significantly enhances system reliability, reduces the risk of
unauthorized entry, and ensures that only authenticated users
gain access. The inclusion of loT-based remote monitoring
and access logging further strengthens the system’s
adaptability for smart homes and commercial environments.
The proposed system demonstrates how Al-driven biometrics
and embedded hardware can collaboratively achieve an
intelligent, scalable, and secure access control solution.
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I. INTRODUCTION

Conventional door locking mechanisms, such as
traditional locks and keypads, have long been the standard for
securing residential and commercial spaces. However, these
methods present notable security vulnerabilities, including the
risk of lost or stolen keys and the potential for passwords to be
guessed or shared. As security threats have evolved, so too has
the need for more robust access control solutions.

Multi-factor authentication (MFA) has emerged as a
powerful method to mitigate these limitations by requiring
multiple, independent credentials for access. In response to the
growing demand for enhanced security, this research proposes
LockMate—an artificial intelligence-based, dual-biometric
authentication system designed for secure door access.
LockMate integrates three levels of authentication: a user-
entered password, fingerprint recognition, and facial
recognition. This hierarchical approach ensures that only
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authorized individuals can gain entry, even if one security
factor is compromised.

The LockMate system leverages the capabilities of
the Internet of Things (1oT), utilizing components such as a
Raspberry Pi or Arduino microcontroller, fingerprint sensor,
and camera to implement a seamless and intelligent access
control process. The system is designed to be user-friendly,
cost-effective, and adaptable for various environments,
including homes, offices, and restricted facilities.

This paper presents the design, implementation, and
evaluation of the LockMate system. It aims to demonstrate
how the integration of multi-level authentication and Al-
driven biometrics can significantly enhance the security and
reliability of modern door access control systems.

Il. LITERATURE SURVEY

A brief overview of existing work in various papers,
which have been referred for implementation:

In[1]2024,Mohamed abdulal Rami gahwaiA Novel
Approach to Enhancing Multi-Modal Facial Recognition: This
paper integrates CNN, PCA, and SNN to improve facial
recognition accuracy.

It combines deep learning and feature reduction for
robust multi-modal recognition. The hybrid approach
enhances performance under varying lighting and pose
conditions.This  concept supports Al-based biometric
authentication in smart security systems.

In[2]2023,Ketan GuptaSmart Door Locking System
Using loT:This study presents an loT-enabled door lock
operated via smartphone and Bluetooth. It automates acces
control, improving convenience and reducing key
depenency.The system demonstrates efficient real-time control
through loTconnectivity.lt forms the base for integrating
biometrics in advanced smart lock mechanisms.

In [3],2022 NAKANDHRAKUMAR. R. SDesign
and Development of IoT Based Smart Door Lock System:
This work designs an loT-controlled door lock using
microcontrollers and sensors.
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It enables remote monitoring and secure digital
access for users. The paper focuses on reliability, cost-
effectiveness, and real-time alerts.It provides groundwork for
future biometric-based 10T security innovations.

1. EXISTING SYSTEM

The Traditional and modern door access control
systems have evolved to address the need for security in
residential, commercial, and institutional environments. The
most commonly used systems include
mechanical lock-and-key systems arethe oldest and most
widely used form of access control. While simple and cost-
effective, they suffer from significant drawbacks, such as the
risk of lost, stolen, or duplicated keys. Unauthorized
duplication of keys and lock-picking techniques further
compromise. Electronic locks that use keypads require users to
enter a numeric or alphanumeric password to gain access.
While these systems are more flexible than traditional keys,
they are vulnerable to several attacks:

e Most conventional systems rely on a single
authentication factor, making them vulnerable if that
factor is compromised.

e Many lack comprehensive monitoring, logging, or
alert mechanisms for unauthorized access attempts.

e Biometric data in some systems may not be securely
stored, raising privacy concerns.

These limitations highlight the need for more robust
access control solutions that combine multiple authentication
factors and intelligent monitoring motivating the development
of advanced systems like LockMate.

IV. PROPOSED SYSTEM

The proposed system, LockMate, is designed to
enhance physical security using an Artificial Intelligence (Al)-
based dual biometric authentication mechanism. It integrates
two powerful biometric modalities—fingerprint recognition
and facial recognition—to establish a multi-level verification
framework that ensures only authorized individuals gain
access. This approach overcomes the limitations of traditional
password or single-biometric systems, which are often
susceptible to duplication, spoofing, and hacking.The
inclusion of Al algorithms enables accurate and efficient facial
recognition even under varying lighting conditions or minor
changes in the wuser’s appearance. Additionally, IoT
connectivity can be implemented to allow remote monitoring,
access logging, and real-time notifications through Wi-Fi or a
mobile application. In case of multiple failed authentication
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attempts, the system can trigger an alarm or send alerts to the
authorized user’s device for enhanced security.

4.1 RASPBERRY PI

The Raspberry Pi 4 serves as the main processing and
control unitof the LockMate system. It operates as a mini-
computer capable of running Python-based Al algorithms and
interfacing with peripheral devices. Equipped with a quad-
core ARM Cortex-A72 processor, onboard Wi-Fi, and
multiple GPIO pins, it efficiently handles sensor inputs,
processes biometric data, and controls the door lock
mechanism. It also facilitates communication with cloud or
10T platforms for remote monitoring and logging access data.

4.2RASPBERRY PI CAMERA
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This module is responsible for capturing facial
images of users during authentication. Integrated with the
OpenCV library, it performs face detection and recognition
using machine learning models. The high-resolution camera
ensures accurate image acquisition under various lighting
conditions. It connects directly to the Raspberry Pi via the CSI
(Camera Serial Interface) port, enabling high-speed data
transfer for real-time processing.
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4.3 R307 FINGERPRINT SENSOR

The R307 is a high-precision optical fingerprint
sensor that captures, processes, and matches fingerprint
images. It contains an internal DSP (Digital Signal Processor)
for feature extraction and template matching. The module
communicates with the Raspberry Pi using UART serial
communication and can store multiple fingerprint templates in
its internal memory. It provides reliable and fast identification,
forming the first layer of authentication in the LockMate
system.

4.4 KEYPAD MATRIX

The 4x4 matrix keypad serves as a manual input
interface between the user and the system. It can be used for
password entry, system configuration, or additional control
commands. The keypad sends signals through row and column
connections to the Raspberry Pi’s GPIO pins, allowing the
software to detect which key is pressed. It enhances system
flexibility by supporting manual overrides or administrative
functions.

45LCD DISPLAY
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A 16x2 LCD display with an 12C communication
interface is used to display system messages, authentication
prompts, and status notifications. The 12C module minimizes
the number of GPIO pins required, simplifying circuit design.
It provides real-time feedback such as “Enter Fingerprint,”
“Face Verified,” or “Access Denied,” ensuring -clear
interaction between the system and the user.

V.SYSTEM ARCHITECTURE

The system architecture of LockMate is designed to
provide a secure, efficient, and intelligent door access
mechanism by integrating artificial intelligence with dual
biometric authentication. The architecture consists of
hardware and software modules that work collaboratively to
ensure accurate identification and robust control over door
operations.
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The process begins when a user approaches the door.
The camera module captures the user’s facial image and
processes it using Al-based facial recognition algorithms. If
the face is successfully recognized, the system prompts the
user to enter a passcode through the keypad interface. The
entered passcode is verified against a stored database in the
Raspberry Pi’s memory.If both authentication stages are
validated, the Raspberry Pi triggers the relay module to
activate the solenoid lock, thereby unlocking the door. In the
case of incorrect credentials or unrecognized faces, the system
denies access and displays an appropriate message on the
LCD. Additionally, the system includes remote confirmation
functionality, allowing the owner to permit or deny entry
through connected 10T services.

This architecture ensures robust, multi-layered
security while maintaining operational simplicity and user
convenience. It also logs each access attempt for future
analysis, enhancing traceability and accountability.
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VI. CONCLUSION

The LockMate: Artificial Intelligence-Based Dual
Biometric Authentication System enhances traditional door
security through the integration of Al-driven facial recognition
and passcode verification. By combining these two
authentication layers, the system minimizes vulnerabilities
associated with single-factor methods such as keys or
standalone passwords. The use of Raspberry Pi as the central
controller ensures efficient processing, real-time decision-
making, and smooth hardware coordination.

This intelligent system not only provides high
security but also improves user convenience with automation
and remote monitoring capabilities. In essence, LockMate
demonstrates how Al and IoT technologies can be effectively
applied to modern access control systems, offering a reliable,
scalable, and secure solution for both residential and
commercial environments.
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