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Abstract- The importance of security in the authentication
process as well as the increase in threat level posed by such
malware has attracted many researchers to the field. Many
attacks are successful in accessing social network accounts
since the current password-based authentication paradigms
are not efficient and robust enough as well as vulnerable to
automated attacks. The simplest alternative is complementing
the single factor (password-based) authentication process
with additional identification elements, such as one-time PIN
codes, generated by the user’s own device (e.g. the
smartphone) or received via SMS. In this project, a novel
method using three layer based authentication is proposed to
address the problem of shoulder-surfing attacks on
authentication schemes. First layer based on biometric based
authentication system, which provides new solutions to
address the issues of security and privacy.
Keywords- A Password  Authentication, Bio-Metric
Verification, Maximum Transmission Unit.

I. INTRODUCTION

Networking is the exchange of information and ideas
among people with a common profession or special interest,
usually in an informal social setting. Networking often begins
with a single point of common ground. Networking is used by
professionals to expand their circles of acquaintances, to find
out about job opportunities in their fields, and to increase their
awareness of news and trends in their fields or in the greater
world. A computer network is a group of computers that use a
set of common communication protocols over digital
interconnections for the purpose of sharing resources located
on or provided by the network nodes. The interconnections
between nodes are formed from a broad spectrum
of telecommunication  network technologies, based on
physically wired, optical, and wireless radio-frequency
methods that may be arranged in a variety of network
topologies. The nodes of a computer network may
include personal computers, servers, networking hardware, or
other specialized or general-purpose hosts. They are identified
by hostnames and network addresses. Hostnames serve as
memorable labels for the nodes, rarely changed after initial
assignment.
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Il. NETWORKS
Business Networking

Small business owners network to develop
relationships with people and companies they may do business
with in the future. These connections help them establish
rapport and trust among people in their own communities.
Successful business networking involves regularly following
up with contacts to exchange valuable information that may
not be readily available outside the network. Business owners
and entrepreneurs often join their local chamber of
commerce in an effort to promote their business interests and
to help others in their community do the same.

Online Networking

Professional networking platforms such
as LinkedIn provide an online location for people to engage
with other professionals, join groups, post blogs, and share
information. And, of course, they provide a place to post a
resume that can be seen by prospective employers, to search
for jobs, or to identify job candidates.These days, a business-
to-business (B2B) customer pipeline can be developed almost
entirely through the use of a social networking site. Online
networking forums allow professionals to demonstrate
their knowledge and connect with like-minded
people.LinkedlIn is the largest professional network, but there
are many others. Some cater to particular subsets of people,
such as Black Business Women Online.

1. EXISTING SYSTEM

Present programs also undergo from other skills
security vulnerabilities. One outstanding difficulty is safety
towards offline guessing attack (often referred to as offline
dictionary assault). The reason of offline guessing attack is to
compromise a customer’s password through exhaustive search
of all possible password values. In a password-established
atmosphere, passwords are viewed to be brief and human
memorisable, and the corresponding password house is so
small that an adversary is in a position to enumerate all
possible values within the area within some cheap period of
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time. For example, most of the ATM deployments use PINs
(personal identification numbers) of simplest 4 to 6 digits
long, so the password space has no a couple of million
possible values. Hence, an additional security requirement for
wise-card-established password authentication is security
towardsoffline guessing attack. In particular, compromising a
patron’s sensible-card must not allow an adversary to launch
offline guessing attack in opposition to the patron’s password.
In observe the adversary may just steal the wise-card and
extract the entire information stored in it through reverse
engineering. This concept is paying homage to password-
founded authentication protocols.

Disadvantages

e Low community and high computation omplexity.

e Biometric techniques does not used in existing system

e Guessing attack and Online dictionary attack can be
occurred

o Difficult to find stolen smart card attack

IV. PROPOSED SYSTEM

The proposed scheme is implementing on a
combination of the concept of multilevel password security
and the multi user access in ATM application. Multi users can
share the same account with individual face image verification
process. The user has to type the account number and
password for first level verification, if failing to login they
have to enter it again. Users only need to capture their face
image using web camera. The ATM server matches the face
image with the one stored on the database (the template).
Along with normal OTP system, an additional face image
verification to ensure tight security. If every entered detail is
correct then user continues with face verification process then
PIN is verified using illusion. If registered user is verified the
face then an OTP (one time password) is being sent to the
customer’s phone. Now the customer has to enter this OTP, if
the entered reverse OTP is correct he/she can just proceed
with the transaction

Advantages

e Computational cost and processing time are low.

e Text passwords combined with face biometric enhance
the security of user access in ATM .

e Face biometric provides complete security of the
proposed method.

e Overcome the guessing attacks and dictionary attacks

e No need to implement additional sensors
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VI. CONCLUSION AND FUTURE WORK
CONCLUSION

The main goal and importance of the ATM system
using face image is to provide security. ATM system using
fingerprint is secure, but it still has some demerits. To
overcome the challenges of the technology it can be combined
with more secure features. In this project we are using
biometric security measure in the ATM system. The proposed
system explains a hybrid keypad is implemented in a ATM
application. The main goal of our work was to design a PIN-
based authentication scheme that would be resistant against
shoulder surfing attacks.

FUTURE WORK

Future work of this project is to propose an android
based application for banking process also implement high
secure measurements using Digital PIN based authentication
or Bright Pass based authentication. Also have plan to
improve more security to the system with low computation
time and also this have been develop in android application for
mobile based social network access.
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