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Abstract- Blockchain an advent technology especially used for
securing transactions. Mostly, the blockchain is used in the
banking domain especially. But nowadays the concept has
been wide. Nowadays, the banking domain is not an exception,
it’s widely used in supply chain management also. The past
decade has the importance of blockchain in supply chain
integration. The knowledge management and supply chain
integration ensure high profit and sustainability in the
business. To fully understand the blockchain application in the
food supply management or product supply management
technique, cryptography is applicable. The application can be
enhanced by 10T or RFID cards. This paper focuses mainly on
the food supply industry or product supply management
system. This paper enhances the scope of the blockchain by
identifying key variables, the implications of blockchain in the
food industry. This represents the present, current challenges,
and future research scope in the field of blockchain.
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I. INTRODUCTION

Since past years the interest in Blockchain
technology has been increased. There are many companies and
research institutions that have great interest in the field of
blockchain. Technology such as financial, industrial, and
social sectors have increased scope in the blockchain. The
blockchain is an early stage of development. It has potential
for real-life commercial applications such as the banking
domain, financial domain, etc. The innovation in the
blockchain system architecture, applications, and business
concepts is happening at the speed. It is often characterized by
decentralized and open source development.

Blockchain  technology has an  open-source
distributed database. This database is used to store the
transaction details. Blockchain allows two parties to make the
transaction directly using a duplicate link ledger and this is
called the blockchain. This makes a transaction transparent
than those provided by the centralized system services. So the
transactions are executed without depending on the explicit
trust of the third party. So, by blockchain, there is no need to
trust third-party services. So, by using this technology,

Page | 309

transparency can be improved and in turn, the supply chain
system can be improved.

Il. LITERATURE REVIEW
Traceability in supply chain

There are several approaches to be applied for supply
chain traceability. The approach can be from traditional
recording on papers to sophisticated and advanced
technologies. There are also cutting-edge technologies for
traceability in supply chain systems. The paper-based
approach is highly favored for the food supply chain. This
approach is in less developed counties. E.g. Berman.

The majority of farmers in China are not even
interested to record documents and exchange with the
wholesalers that are buying their products. They are alone
participating in a complex computer-based system.

Academic research is also happening in the RFID-
based traceability system. There are many studies in recent
years on different food products. This technology is also
applied by a lot of global leading supermarket chains such as
Walmart, TESCO, etc. There are a lot of advantages of RFID
over the barcode system. The advantages include speed,
scalability, and accuracy. In the developed countries, the
barcodes are still used to support or even replace RFID
systems at times. The QR code is an up-gradation from linear
barcode because it provides higher data storage. The QR code
also provides encryption capabilities. It is also environment
friendly.

Blockchain for food traceability

The blockchain concept was first introduced in 2008.
The invention has happened with the digital currency called
bitcoins. This is done by Satoshi. In November 2015. Alexis
Bateman [2] believed that blockchain would be a real
technological option to address the challenge of mining and
managing information across the supply chain. This is
implemented due to the lack of standardization. The company
named “Provenance” presented to the public plan to develop a
project using blockchain. this project is to develop a track of
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the origin of fishes. This is to respond to the demand and
supply chain transparency.

1. LIMITATIONS OF EXISTING SYSTEM

The existing system is mostly used in the banking
domain for transaction security. The product supply
management system is mostly used with QR codes. The QR
code system has the limitation of data storage. There are other
systems such as RFID card readers. These cards are electronic
means. So damage in the RFID card fails the system. The
RFID cards also need to add an extra budget, there is a
limitation for handling it.

IV. PROPOSED SYSTEM MODEL
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Our model provides a system having blockchain and
blockchain clients. The blockchain client has the authority to
view transactions of any particular block. The blocks can be
created multiple times and the transaction can happen in
between two blocks. The public key and private keys are
created randomly. The public key of the sender, the private
key of a sender, and the public key of a recipient, the product
details can be added to initiate a transaction. Once the
transaction is initiated it's displayed at the client-side and also
at the particular node side. The blockchain client can also view
all the transactions. Once the transaction is successful, its
initiated as a successful transaction.

V. IMPLEMENTATION AND ANALYSIS

Blockchain technology uses hash encryption to
secure the data, relying mainly on the SHA256 algorithm to
secure the information. The address of the sender (public key),
the receiver’s address, the transaction, and his/her private key
details are transmitted via the SHA256 algorithm. The

Page | 310

ISSN [ONLINE]: 2395-1052

encrypted information, called hash encryption, is transmitted
across the world and added to the Blockchain after
verification. The SHA256 algorithm makes it almost
impossible to hack the hash encryption, which in turn
simplifies the sender and receiver’s authentication.

Message Hash Value

Hash Algorithm

SHA256

VI. METHODOLOGY

The methodology includes the generation of keys.
The keys are nothing but private and public keys. These are
called cryptography keys. By using any cryptographic
algorithm such as SHA or RSA, the keys are generated. There
is a shared ledger that has transaction details between two
blocks. The ledger has the block address and the amount or the
product details. There is a peer-to-peer network and that is
used for sharing the ledger. The ledger has the transaction
details. The computation is nothing but to store the transaction
and records of the network. The process of the transaction
contains hash encryption. There is proof of work that is going
to check the previous hash. There is the concept of mining is
used to check which block is to be selected for the transaction.

VII. IMPLEMENTATION DETAILS

The public and private keys are created by using the
RSA algorithm. The random function is used for creating the
values. The keys are 256 bits. The hashing methods are used
here for the blockchains. There is a method for the calculation
of the previous hash, transaction details, and hash address of
the block. This is included in the proof of work. The
implementation details include the following points:

1. Cryptographic keys

2. A peer-to-peer network containing a shared ledger

3. A means of computing, to store the transactions and
records of the network

4. Process of Transaction:

5. Proof of Work:

Previous Hash: This hash address detects the previous block.
Transaction Details: Details of all the transactions that need to
take place.

Nonce: An arbitrary number given in cryptography to
differentiate the block’s hash address.
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6. Hash Address of the Block: All the above (i.e.,
preceding hash, transaction details, and nonce) are
transmitted through a hashing algorithm. This gives
an output containing a 256-bit, 64-character length
value

VIII. RESULT AND COMPARATIVE STUDY

This paper has the research objective of investigating
the possibility of blockchain implementation. The cornerstone
in the development of traceability solutions avoids food frauds
or product frauds. In the earlier research, the blockchain has
main use in the transaction. So in the banking domain, the
blockchain has mostly used. But nowadays, the blockchain has
a wide scope, The blockchain can be used in dairy supply
products to encrypt the nutrients values. It can be also used for
price encryption. In the previous results, the blockchain has
limitations about the transaction. But blockchain can be used
for product details encryption and security purposes in supply
chain management systems. The below graph indicates the
processing overhead comparison of the both selected system
and the proposed system.
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IX. CONCLUSION

It is useful to understand blockchains in the context
of product supply management system, but you should not
assume that all blockchain ecosystems need system
mechanisms such as proof of work, longest chain rule,

Maintaining a decentralized, public ledger with no
formal control or governance. There are significant challenges
involved.

On the other hand, private distributed ledgers and
blockchains can be deployed to solve other sets of problems.
As ever, there are tradeoffs and pros and cons to each solution,
and you need to consider these individually for each use case.
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X. FUTURE WORK

Future research can be extended using RFID cards to
scan the product information. This project applies to domestic
products only. In the future, this can be implemented for
product import and export. The traceability for other processed
food items can also have the potential for the research. Fresh
items like meat, fruits, eggs, seafood, or vegetables are an
example of processed food items so research can be
implemented on these products also.
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