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Abstract- Bloonfilter is a kind of probabilistic type of data
structure that gives an idea, promptly and memory
efficientlyof the probability of an element present in a set or
not. It is a simple binary data structure that helps in testing a
set of membership. Bloom filter is probabilistic in nature that
means it may give false positive value but would never give a
false negative value. This paper introduces the idea of
implementation of bloom filter to protect from the threat of
malicious websites and improve cache performance. This idea
basically blooms from the process of hashing. Ideas other than
this is also explored during the applications. This concept is
promising in the future as whole world is heading towards
digital age. Bloom filter helpsin uplifting the standard of web
browsing and reduce the threat from malicious siteswhichis a
concern over the globe.
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I.INTRODUCTION

With the ongoing speed development there is a huge
need of data to be searched. Meanwhile, people have to
monitor and control a large amount of data, which increases
management cost as well as thereisloss of efficiency [1]. This
may lead to the development of malicious website. Malicious
website are websites which causes harm to the host device.
They install malicious software on the device which further
extracts data from the device or uses that device to enter into
another network. Other work of these websites is to provide
fake information or debatable news, information.

Thisisthe need of the hour to prevent such malicious
website from causing digital harm. But for normal being it is
difficult as well as exhausting to detect that whether a website
is malicious or not. To serve this purpose we need a kind of
filter which on its own detects maicious website and help
saving the valuable information. For this purpose there’s
implementation of bloom filter.

Bloom filter decides the presence of an element in a
set.Till date there are many projects which have utilized
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bloom filter in many fields maybe as a trandation function or
for similarity check. Most of the time bloom filter is
associated with other websites or applications to secure their
users data.

In this paper we have proposed the scheme of
detecting malicious website using bloom filter. Providing a
database of list of malicious website it will search through the
strings and return a true value for non-malicious website
whereas a false value of a malicious website. Our scheme
mostly utilizes the hashing concept for the verification
purpose. Our scheme will provide an updated way to detect
malicious website and will reduce the threat of malware
installation which would eventually reduce the rate of
cybercrime.

I1.LITERATURE SURVEY

Bloom-Filter can be implemented with browsers for
collecting and maintaining the data and information related to
the web-cache based on the searches performed by the user
[2].Bloom Filter can be applied as a browser extension so that
when a user performs a search the searched or entered URL
will be passed through the Bloom Filter, and is checked with
the data set of the potentially harmful websites. Although
there are chances of a False Positive, these chances are very
less as the accuracy of the Bloom Filter is very good [3].Now-
adays since everyone uses Internet, it becomes a very
important task to keep Adult Content containing or
Pornographic Websites away from the youngsters. This can be
brought through application of a Bloom Filter which can
detect and warn the user if he/she searches for a website
containing inappropriate content [4]. Due to the Denia of
Service (DoS) Attacks, the processing of the system gets too
overloaded as the targeted system is flooded with traffic which
makes the system unable to respond and the system crashes.
DoS Attacks makes the machine unusable for its Intended
users. Such attacks can be used to attack the systems of the
Hackers which will make their system unusable [5].Bloom
filters are used to check, optimize or rectify the errors in the
currently initialized data e ements. This detection of errors and
correction can be easily and efficiently be performed with the
use of Bloom Filter [6]. RFID Tags (Radio Frequency
Identification) are a kind of system used for tracking of items
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by means of smart and sharp barcodes, which is distinct for
each item. This barcode system makes it very easy to maintain
data for each item. If any Unknown RFID Tag which
potentially harmful, is detected by the Bloom Filter, awarning
can be given so that any kind of harm can be avoided [7].
RFID (Radio Frequency Identification) Tags is a very key
technology brought by Internet of Things (IoT). RFID Tags
has numerous applications in various scenarios such as in
tracking systems,database of registered vehiclesetc. These
tags must be monitored periodicaly, this Object Monitoring
can be carried out easily with the help of a Bloom Filter and
any missing or unknown RFID tag can be detected easily [8].
Bloom Filter used in this paper is constructed using two bloom
filters. The inevitable results produced from primary are
removed by secondary bloom filter [9]. Quantum bloom filters
and corresponding agorithms are created in order to add new
elements as well as remove existing elements from database.
This is a big advantage of quantum bloom filter [10]. Bloom
filters are used in smart medical data centres in order to
protect the privacy of customer’s personal medical problems.
Hence, bloom filter is very useful in maintaining privacy
[11].Cloud is not trusted as it is not owned by a single person.
Hence, the datain memory should be verified and insufficient
data should be erased. This problem can be solved by doing
data verification on loT deviceitself. Thisideais given in this
paper [12]. Bloom filters have been very useful in networking
as they enable the high speed, low-cost usage of various
algorithms. This paper gives the idea of variable length
signatures opposite to the practice of fixed length signatures
Bloom Filters can be used in detection of Harmful and
Malicious websites, programs or applications. Another
application for Bloom Filter can be detection of PornOgraphic
or Adult Content containing sites, so in today’s modern world
where every age group is using internet, it can be used in
Parental Controls which will keep disturbing and inappropriate
content away from the children. Bloom Filters can aso be
used in designing efficient algorithms for extracting a uniform
sample from the set of elements stored in the Bloom Filter.
The bloom Filter aso allows to modify the set very easily.
Thus, it is evident that Bloom Filters find numerous
applications in Security Applications.

I11. EXPERIMENTATION AND RESULTS

3.1Working Mode!:

Bit vector is the basic data structure of BLOOM
FILTER. BLOOM FILTER is based upon the concept of
Hashing. The process of Hashing includes use of an agorithm
to convert any input into a fixed size text string. This means
with the help of an algorithm the text isconverted in an array
which is of letters and numbers. The data which is to be
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hashed is said to be input of BLOOM FILTER.. The output
displayed is said to be HASH VALUE. Every HASH VALUE
is unique. Hence different inputs result into different outputs.
Therefore, same hash vaue should be produced by the same
message. Hence Bloom Filter will process the input to create a
unique hash value.

Hash Function:

A mathematical function used to convert an input
into an integer is called Hash Function. The message which is
to be hashed is caled input of BLOOM FILTER. Hash
function is the agorithm used to do the job. The output
displayed is called as HASH VALUE. Every HASH VALUE
isunique.

Store Input Hash | — % .
For _ eachiphase)
Array(2"]
K
Test Input |Hash ‘ =
For _ each{phase)...

Boolean

False if Guarantead nat ta exist

Figl.1 Model of Bloom Filter

Bit Vector is the base data structure of bloom
filter.The Bloom Filter is based upon the concept of Hashing.
Hashing converts a given data as input of any length in a
string which is of fixed size with the help of mathematically
driven functions, which means the given text of any length, is
converted into an array of numbers and letters through an
algorithm. The message to be hashed is termed as input. This
process is called hashing which is done with the help of hash
function. The output is termed as Hash Value. Each output is
different i.e. unique with respect to other. This means that it
should not be possible to produce same hash value entering
different inputs. Therefore, same input gives the same output
i.e. hash value. Hence Bloom Filter will process the input to
create a unique hash value.

Bloom Filter may give us false positive as well as
false negative value. False positives is a binary test where
system accepts the input as positive result though, it is
negative result by certain similarities between positive and
negative results. As entries in bloom filter increases, count of
cases of false positive increases. It is usualy called type-l
error. E.g. Airport security: Items like coins or keys get
recognized by system as metalic weapons. False negative is a
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binary test where system accepts the input as negative result
though, it is positive result. It is usudly called type-Il error.
E.g. Software testing: Search for virus by anti-virus system
failsto catch the virus or malware.

3.2.Results:
Following are the outputs of the results we get from

the functioning of the provided bloom filter project which has
detected the malicious websites from the given input.

L osbeings in Lhe 1ish ol mon-malic

Figl.2 Result output 1
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3.3.Pie Chart:

Figl.4 Result output 3
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Figl.5 Pictorial representation of website detection.

The Bloom Filter checked 40 websites. Of these 10 turned out
to be malicious sites while 30 were non-malicious.

As per the figl.2 of result pasted, The following URLSs are set
as few Examples of Non-Malicious (i.e. Are Safe for the Users
to proceed Accessing and using those URLS):

https://www.facebook.com/
https.//www.wikipedia.com/
https.//www.google.com/
https://www.youtube.com/

> owbdhpE

The above URL are passed as strings through the
Hash Function and the bit values are initialized in the vector
on the basis of processing of the string passed through hash
functions. When user enters one of these URLSs the result is
given as True, which means the URL is Non-Malicious and
safe to proceed.

This evaluation is done by taking the entered URL by
the user as a string and passing through the same Hash
Functions used for initidising the Non-Malicious sites
database.

When the user enters Any Other URL other than the
initialised ones, the result is given as False, Which means that
the entered URL might be Malicious and thus are not safe for
accessing and it is better for the user to avoid using those
websites.

For example , in Fig 12, if we consider
https://www.google.com URL : Since Google is one the most
trusted sources when it comes to internet and is used on avery
large scale, the website is marked as Non-Malicious and is
safe for the users to Access the site. To initialize the URL as
non-malicious, the URL is first passed through the Bloom
Filter and istreated as a string and a particular defined process
is applied on the string with help of the Hash Functions and as
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per the output given by the Hash Functions , the bits are set in
the Bloom Filter.

Now when the user searches for
https://www.google.com , the URL is passed through the same
Hash Functions which were also used for initializing the Non-
malicious websites data set. After passing through bloom
filter, the output returned after process performed by the Hash
Functions on the searched or entered URL, this Output is
compared with the bits of the data set of the Non-Malicious
websites data set. If the bit values of searched URL matches
with those of the initidlized data set, the bloom filter returns
“True’ as result i.e. the searched URLmatches the data set of
the Non-malicious websites data set which means the searched
URL is non-malicious and thus the user is allowed to proceed
further with the website without any warning.

And if in case, the bit values of the output returned
by the hash functions after processing the entered URL do not
match the initialized data set of Non-Malicious websites, the
result will be returned as ‘False’, which will mean that the
Searched URL is not present in the list of websites marked as
Non-Malicious i.e. it may be Harmful for the user to Access
that website. If the website is malicious, a warning can be
displayed on the screen of the user warning him/her about the
website being potentially harmful to visit and suggest the user
to Use an alternative website.

Since the bloom filter sets data as bits in a vector, It
makes storing the data very storage efficient as large number
of strings can be stored in avery small amount of Storage.

V. OBSERVATIONS

Very storage efficient

Although there is scope for ‘False Positive’ , the
Accuracy of the Bloom Filter still very good

As we increase the use of Hash Function, the Entered
and Initidised Data is passed through a large
numbers of Hash Functions where each hash
function will set value of 1 bit. So by increasing the
use of bits available andhash functions, we are able
to increase efficiency to some extent

This Bloom filter can be implemented as a
browser extension, using which the searches performed by
the user will Be first checked and if the user is accessing a
Potentially Malicious website, then a message will be
displayed ,warning the user About avoiding to proceed
further will the entered URL.
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V. CONCLUSION AND FUTURE SCOPE

We propose a safe and efficient search scheme
regarding malicious website. Here the bloom filter will verify
check for each website with its provided database and will
return a true value for non-malicious and a false value for a
malicious website. Asthe world is heading towards digital age
the protection from cyber threat is a must which will be
provided with bloom filter and such applications. It will not
only secure our vauable information but will also help in
getting more precise and veracious information. Finally, the
resultant output showed that the proposed scheme will provide
amore relevant way to detect malicious websites.
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