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Abstract- Nowadays, everything around us is connected to
theinternet and this terminology is known as Internet of Things
(IoT). Today, we are living in a world, where there are more
IOT connected devices than humans Majority of 10T devices
are low resource devices. The conventional encryption
methods are not appropriate for such devices. So, we make
use of lightweight block ciphers to encrypt data on these
devices. They are characterized by low computing power,
limited battery supply, small memory size and small memory
size. The internet of things, requires algorithms that are
secure and are able to protect the devices connected to the
internet. There are problems associated with these algorithms
in terms of its strength and performance related to security.
By using avalanche effect, we need to enhance its strength and
performance. This paper provides a brief analysis on both
block ciphers and also algorithms being used in internet of
things.
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1. INTRODUCTION

The things that are interconnected within the network
of networks is called Internet of Things (10T).[3]
Holdowskyet al. states that flaws such as Denial of Service
(DOS)frequently occurs on machines connected to the 10T.
Kouns [1] indicated that by 2020 there will be over 26 billion
connected devices.

We need to use best algorithm that has high
performance and security. Thus, to know which one is best we
need to compare the strength of the algorithm. Avalanche
effect is one of the method to compare the strength of an
algorithm.

Zibideh [5] showed that the avalanche effect is a
desirable property for traditional algorithm like DES, AES and
other well-known algorithms used on the 10T. So, this method
can be used to compare the strength of different algorithms. It
is a property of some cipher systems in which a small change
in the input results in a very large change in the output and the
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algorithm which gives high avalanche effect are best in
performance speed and security.

The input for a block cipher is a block of plaintext
bits and generates a block of ciphertext bits as output which is
generally of the same size as input[6]. A block cipher in
general is depicted as follows:

Encryption Key

Encryption
Process [

| Block of ciphartext

Block of plaintext

Fig 1: BLOCK CIPHER

The size of the block will be fixed priory. The
strength of encryption scheme is not affected by the choice of
the block size. Key Length is the major factor on which the
cipher strength depends. They have fixed key size and block
size. Two major operations used in block cipher for encryption
are Diffusion and Confusion. Diffusion is used to propagate
influence of each bit in the block of plain text over a number
of bits in cipher text block making cipher text oversensitive to
statistical attacks. Confusion makes a complex relationship
among cipher text and encryption key.

0T is required to apply implementation of data
protection to sensor devices in environments with various
restrictions that have not previously been subject to such
implementation[8]. Encryption is used as an effective
countermeasure.

In this paper, we considered effects on ten algorithms
that are mostly used on 10T domain for encryption. Also these
algorithms are: AES algorithm, Camellia algorithm, CAST-
128 algorithm, Clefia algorithm, DES algorithm, Blowfish
algorithm, Modular Multiplication based Block Cipher
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(MMB), Rivest Cipher 5 (RC-5)-32/32/16 algorithm, Serpent
algorithm and Skipjack algorithm.

Also we have few relevant lightweight block ciphers
optimized for software implementations. Block ciphers
considered in this paper are CLEFIA [8], SIMON [12],
PICCOLO [11], TWINE [9], SPECK [7], XTEA [6], AES
[13], PRESENT [11], KLEIN [10], LED [9], mCrypton etc.

Il. METHODOLOGY

In this section we consider types of block ciphers,
Avalanche effect of some algorithms. Block cipher can be of
two type: Substitution Permutation Network(SPN) and Feistal
based network. Feistal networks can be further classified as
Classical Feistal Networks and Generalized Feistal Networks.

1. Feistel structures:

In this part, encryption process is using the Feistel
structure. This structure consist many rounds of processing of
the plaintext,and each of the round consist of a substitution
step followed by a permutation step. The block of plain text is
to be encrypted is split into two equal-sized halves. The round
function is afterward applied to atleast one half, employing a
subkey, then the output is XORed with the opposite half. The
two halves are then swapped[13]. The implementation cost in
decryption function inFeistelstructure is not much because
theFeistel structure uses same program code for both
encryption and decryption operations so as to decrease the
memory requirements.

The Feistel network is further classified into Classical
Feistel Structures (CFS) and Generalized Feistel structures
(GFS) .Few popular Feistel networks are PICCOLO [11],
CLEFIA [8], SIMON [9], TWINE [9], SPECK [8], and XTEA
[10].

One advantage of the Feistel model compared to that
of asubstitutionpermutation network is that the round function
doesn’t need tobe invertible.

2. Substitution Permutation Networks (SPN):

SPN contains a chain of linked mathematical
operations. A round of SPN is a combination of substitution
layer with permutation layer along with key mixing. A
confusion function or substitution function provides confusion
and constitutes a substitution/confusion layer. This layer
constitutes non-linear operations provided by using bit-slice
implementation or by S-boxes (Lookup-Tables based) .
Permutation layer has P-box and is also known as diffusion
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layer. It constitutes simple fixed permutations(bit-wise or
word wise) or invertible linear transformations. It is having
extra inherent parallelism for diffusion and confusion and it
requires S-box to be invertible. KLEIN[12], LED[11],
AES[7], PRESENT[6],mCRYPTON [12] are some latest and
also widely used SPN block ciphers by researchers against the
number of publications that is mentioned in this paper.

50%
40%
308 = 5PN
20% m Feistel
Feistel + SPM
10% +
0%

techniques

Fig 2: Comparative Use of Various Techniques in Light
weight Block Ciphers

In this paper we will use initial vector XORed with
plaintext and final vector XORed with cipher text and test the
avalanche effect of all the algorithm.We use Avalanche effect
using initial vector XORed with plaintext and final vector
XORed with cipher text.

Plain text

Vi
Algorithm + Key

A¥4
Ciphertext

Fig. 3: The model of well-known algorithms
Fig 3 shows standard well known model for

encryption .After that, an analysis of avalanche effect of our
proposed algorithm was done as shown Fig 4.
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Fig 4: Model of our proposed work, where initial and final
vectors are implemented.

We calculated the avalanche effect at different
positions of cipher texts. If two cipher text were not the same
in any of the positions, then the avalanche effect was
calculated as that number of different positions divided by
total number of position of the cipher text. The dividend was
multiplied by hundred to give percentage.

The main characteristics that differentiated one
encryption algorithm from another was its ability to encrypt
data when its time and speed were also measured [4].

Some of the available ciphers are not fully optimized
and can be explored further. All these ciphers have some kind
of weaknesses like:

a) Weak substitution box

b) Weak permutation layer

c) Weak key scheduling

d) Susceptibility to some kind of attacks

e) Low resource utilization

f) Computationally complex and expensive

IV. RESULTS AND ANALYSIS
1. BLOCK CIPHERS: Table below shows few relevant

lightweight  block ciphers optimized for software
implementations.
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CLECA [63] 014 [ SPN 0 23 E=]
ITUB== [34] 1014 | Feimel C] 50 0
HIZEC [13] 2014 | Feiel =0 2l 15
LAC[43] 1014 | Feimel C] ] 18
N
EIMON [5] 2013 | Feisel 1927256 3T4SEHSATIE
SPECH [5] 213 | Feael 32764 TL 96 128 B4 TL96 125
144/ 192/ 256
FaW [35] 2013 | Fesed:M SO1IE ] El
LEA[4]] 1013 | EPN with ARK-based S-hoves 128192256 1% I4TEIT
SCREAM [385] W1z (=N 125 ] 1z
PRINCE [34] FOHE 1 23 jF
}gﬁmm;wd-_ 2011 | SPN-+Feimel 123 o 4

Block Size and Key Size is in number of bits; Feistel-M
(Balanced GFN + SPN); Extended Generalized Feistel
Network (EGFN)

2. ALGORITHMS:
Out of ten algorithms 6 algorithms failed to increase the

avalanche effect and 4 algorithms that passed the avalanche
effect when proposed method was used when key was fixed.

AES, Blowfish , Clefia, DESMME,
Sarpent

Number of algorithm &4 to
increzse avalanche sffect il

Number of alsorithm passed ta
increase avalanche effect o

Camellia, RT3 | Skipjack, Cast-128

Out of ten algorithms 3 algorithms failed to increase
the avalanche effect and 7 algorithms passed the avalanche
effect when proposed method was used when plain text was
fixed.

[Number of alsprithm failed to Zamelliz, Clefiz, Blowfish

increzse avalanche effect

Number of algorithm passed mwo
increzse avalanche sffect

AES, DESRCS, MMB, Sarpent,
Skipjack, Cast-128
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V. CONCLUSION

It can be seen that, all the ten algorithms that are
currently used on the internet of things (loT) failed to give the
highest avalanche effect when compared to our modified
algorithm on both fixed key and plaintext variation..We
managed to increase the avalanche effect to 60% of the
algorithms tested when the key was fixed and 70% when
plaintext was fixed.

The block cipher is one of the main primitive for
cryptographic application. In this paper, we have discussed
various lightweight block ciphers that is suitable for loT
applications. Generally, these are categorized as either hash
functions, stream ciphers or block ciphers. A number of
cryptanalysts showed that there also exist numerous attacks on
ciphers for which the ciphers must provide good resistance.
lIoT being emerging field requires lightweight cipher designs
having rich encryption standards, robust architecture, less
complexity, less execution time, lower power consumption,
low resource utilization and good resistance against possible
attacks. As a result, the design of lightweight block ciphers
has fascinated attention of many researchers’, especially in the
last 5 years. Through our literature survey over lightweight
block ciphers, we have found that available ciphers are not
fully optimized and can be explored further and the search
continues for the lightweight cipher which should fulfill the
requirements of good lightweight ciphers.
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