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Abstract- This paper presents a new approach for providing 
limited information only that is necessary for fund transfer 
during online shopping there by shielding customer data and 
increasing customer confidence and preventing identity theft. 
The system combined using Steganography and  cryptography  
for providing more secure. The proposed solution is 
authenticating the client as well as merchant server. So the 
information of customer which is given to the bank side and 
merchant side is the issue of security. The system helps to 
clients to prevent phishing by providing authentication of 
merchant. This is achieved by the introduction of combined  
application of steganography  and cryptography.  This paper 
use two shares of OTP which are combined to get original 
OTP. In this way the system provides secure transaction. Here 
also use the secret image during the money transferring from 
one account to another.  . 
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I. INTRODUCTION 
 
 Online shopping is the retrieval of product 
information via the Internet and issue of purchase order 
through electronic purchase request, filling of credit or debit 
card information and shipping of product by mail order or 
home delivery by courier. Identity theft and phishing are the 
common dangers of online shopping. Identity theft is the 
stealing of someone’s identity i n the form of personal 
information and misusing that information for making 
purchase and opening of bank accounts or arranging credit 
cards.  In 2012 consumer information was misused for an 
average of 48days as a result of identity theft. Phishing is an 
illegitimate mechanism that employs both social engineering 
and technical subterfuge to steal consumers’ personal identity 
data and financial account credentials. Payment Service, 
Financial and Retail Service are the most focused industrial 
sectors of phishing attacks. Secure Socket Layer (SSL) 
encryption inhibits the interference of consumer information 
in transit between the consumer and the online merchant. 
However, one must still trust merchant and its employees not 
to use consumer information for their own purchases and not   
to sell the information to others.   

In this paper, a new methodology is proposed, that can provide 
more security, we combine steganography and  cryptography, 
which remove more detailed information sharing between 
consumer and online merchant but activate successful fund 
transfer from consumer’s account to merchant’s account 
thereby safeguarding consumer information and preventing 
misuse of information at merchant’s side. The proposed 
system is applied to online shopping otherwise E -commerce 
but can be easily extensible for other applications like online 
banking. 
 
Overview   
 

The main objective of the proposed system is to 
handle applications that require a high level of security, such 
as ECommerce applications, core banking and internet 
banking.  This can be proposed by using combination of two 
applications:  Steganography and  Cryptography  for secure 
online shopping and consumer satisfaction with privacy. 
Online shopping is mostly considered as fetching of product 
information via the Internet and issue of purchase order 
through online shopping using debit/credit cards purchase 
request, filling of credit or debit card information and shipping 
of product by mail order or home delivery by courier. Identity 
theft are the common dangers of online  shopping. Identity 
theft is the stealing of someone’s identity in the form of 
personal information and misuse of that information for 
making purchase and opening of bank accounts or arranging 
credit cards. 
 

II. PROPOSED SOLUTION 
 

We have created system in java. Data is stored in 
mysql database. We have created a web application with local 
server. Web application that communicates with local server 
and Trustee Server using REST API. We have uploaded image 
for hiding the data on database. We  have evaluated time 
required for tag generation and image encryption checking for 
authorized valid person. In the proposed system, information 
which is submitted by the consumer to the online website at 
merchant’s site is minimized by providing only minimum 
information. It will only verify the payment made by the 
consumer from its account.  This is accomplished by the 
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introduction of a central Certified Authority (CA) and 
combined application of visual cryptographic Steganography 
and technique. The information which is obtained by the 
merchant will only validate receipt of payment from authentic 
consumer. It can be in the form of account number related to 
the card used for shopping.   
 

III. ALGORITHMS USED 
 

We have created system in java. Data is stored in 
mysql database. We have created a web application with local 
server. Web application that communicates with local server 
and Trustee Server using REST API. We have uploaded image 
for hiding the data on database. We  have evaluated time 
required for tag generation and image encryption checking for 
authorized valid person. In the proposed system, information 
which is submitted by the consumer to the online website at 
merchant’s site is minimized by providing only minimum 
information. It will only verify the payment made by the 
consumer from its account.  This is accomplished by the 
introduction of a central Certified Authority (CA) and 
combined application of visual cryptographic Steganography 
and technique. The information which is obtained by the 
merchant will only validate receipt of payment from authentic 
consumer. It can be in the form of account number related to 
the card used for shopping.   
 
Encryption algorithm: Encryption is the process of 
converting a plaintext message into ciphertext  which can be 
decoded back into the original message. An encryption 
algorithm along with a key is used in the encryption and 
decryption of data. There are several types of data encryptions 
which form the basis of network security. Encryption schemes 
are based on block or stream ciphers. The type and length of 
the keys utilized depend upon the encryption algorithm and 
the amount of security needed. In conventional symmetric 
encryption a single key is used. With this key, the sender can 
encrypt a message and  a recipient can decrypt the message 
but the security of the key becomes problematic. In 
asymmetric encryption, the encryption key and the decryption 
key are different. One is a public key by which the sender can 
encrypt the message and the other is a private key by which a 
recipient can decrypt the message.   
 
1. Blowfish Algorithm: The subkeys are calculated using the 
Blowfish algorithm: 
 
1. Initialize first the P-array and then the four S-boxes, in 
order, with a fixed string. This string consists of the 
hexadecimal digits of pi (less the initial3): P1 = 0x243f6a88, 
P2 = 0x85a308d3, P3 = 0x13198a2e, P4 = 0x03707344, etc.  
 

2. XOR P1 with the first 32 bits of the key, XOR P2 with the 
second 32-bits of the key, and so on for all bits of the key 
(possibly up to P14). Repeatedly cycle through the key bits 
until the entire P -array has been 
 

XORed with key bits. (For every short key, there is at 
least one equivalent longer key; for example, if A is a 64 -bit 
key, then AA, AAA, etc., are equivalent keys.) 

 
1. Encrypt the all-zero string with the Blowfish 

algorithm, using the subkeys described in steps (1) 
and (2).     

2. Replace P1 and P2 with the output of step (3).   
3. Encrypt the output of step (3) using the Blowfish 

algorithm with  the modified subkeys. 
4. Replace P3 and P4 with the output of step (5).   
5. Continue the process, replacing all entries of the P 

array, and then all four S-boxes in order, with the  
output of the  continuously changing Blowfish 
algorithm.   

 
3. Image Uploading Algorithm using RSA: In this project 
image  uploading is must for creating the secret image for 
hiding the information for security purpose. Firstly you have 
to add packages for accessing the methods and functions. 
Then you have added the drives for connecting the database. 
Then you create the connection link for database. Then you 
put the proper sql query for storing the image into database.   
 
4. Mail sending algorithm:  Here we send the mail using the 
API (javax.mail). You need a SMTP (Simple Mail Transfer 
Protocol) server. Email is emerging as the one of  the most 
valuable service in internet today. Most of the internet systems 
use SMTP as a method to transfer mail from one user to 
another. SMTP is a push protocol and is used to send the mail 
whereas POP (post office protocol) or IMAP (internetmessage 
access protocol) are used to retrieve thosemails at the 
receiver’s side. 
 

SMTP Fundamentals SMTP is an application layer 
protocol. The client who wants to send the mail opens a TCP 
connection to the SMTP server and then sends the mail across 
the connection. The SMTP server is always on listening mode. 
As soon as it listens for a TCP connection from any client, the 
SMTP process initiates a connection on that port (25). After 
successfully establishing the TCP connection the client 
process sends the mail instantly. 
 



IJSART - Volume 4 Issue 6 –JUNE 2018                                                                                              ISSN [ONLINE]: 2395-1052 
 

Page | 45                                                                                                                                                                       www.ijsart.com 
 

 
Fig1:System Architecture 
 

It is tested for online or offline video. It does not 
require any expensive or dedicated software. A webcam is the 
only device required. The system output detects the 
information about th e eye state either it open or close which 
can be applied in many  applications like: eye typing, 
detection of  driver fatigue etc. 
  

VI. IMPLEMENTATION 
 

 
Fig2: Home 

 

 
Fig:3 Admin Login 

 

 
Fig4: Registration 

  

 
Fig5: Make Secure Image 

 

 
Fig6: User Login 

 
VII. APPLICATION 

 
Online payment system is used in Banks, Online 

Shopping etc. 
 

VIII. FUTURESCOPE 
 

1. Smooth, simple and secure payment processes will 
help to bring about behavioural changes and faster 
adoption of digital payments and banking among un-
banked segments.  

2. This system will help to scale up online banking, 
wallets. 
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IX. CONCLUSION 
 

1. In this project, we use visual Cryptography to provide 
secure transaction during online shopping.  

2. This method is mainly concerned with preventing 
identity theft and providing customer data security. It 
also prevents phishing. 
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