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Abstract- Data mining is one of the most important topics in
current scenario. There are various filed in data mining which
needs focus of interest. One of these fields is privacy
preserving data mining. With the increase of online data and
analysis of online data, it is necessary to concern about the
privacy of important data. Privacy preserving data mining
offers a vast variety of algorithms which maintains the
confidentiality of sesitive data and analysis only those data
which is useful for mining task. In this paper, different types of
privacy preserving data mining is discussed with its
advantages as well as disadvantages.
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1. INTRODUCTION

Data mining is a field in which data extraction and
knowledge mining is done. Data mining is the process of
discovering the intensive knowledge from large amounts of
data stored either in databases, data warehouses, or other
information repositories. It is an interdisciplinary field and it
involves an integration of techniques from multiple disciplines
such as database and data warehouse technology, statistics,
machine learning, pattern recognition, information retrieval,
and spatial or temporal data analysis[3].

There are various levels in which the privacy of data is
concerned. All these levels are having different hierarchical
abstraction. There are various applications of privacy
preserving data mining (PPDM). The most important use of
PPDM is in health care area. It maybe possible that a hospital
is providing patient’s data to some IT professional for analysis
task which can be useful for all medical personals, then its is
necessary to take care of patient’s private data like age,
address, contact number etc. The mining task should be
performed in such a way that sensitive data should not be
released.

Three main levels in which PPDM algorithms must
be applied to protect data integrity are shown in the figure. In
the first level randomization and anonymization algorithms are
used to preserve the privacy of data. In second level, crypto
graphical techniques are applied As per level three, each
company
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has to will analyze its own data by applying privacy
preserving algorithms which will further result in rules. And at

Rules, Pattemns or
Results

Fig. 1 Levels of Privacy Preserving Algorithms

And at the end, each company will share sanitizes
view of its own dataset. Each end user may have different
privacy concern while sharing the data. So the end user
oriented privacy preserving data mining must be
investigated[4]

Fig. 2 represents the taxonomy of privacy preserving
data mining. It shows that, PPDM is related to various other
disciplines also.
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The rest of the paper is organized in the following
way. Section 2 gives the overview of related work in the field
of privacy preserving data mining. Section 3 contains
conclusion and future work.

I1. RELATED WORK

In [5] association rule hiding algorithms is applied to
preserve the privacy of data. Two main approaches (Distortion
& Blocking) for association rule hiding were discussed with
its pros & cons. In this paper various communities’ related
data were analyzed.

Paper [6] has information related to all types of
privacy preserving data mining techniques. The techniques
which are studied mentions classification, clustering and
association rule mining. Advantages and disadvantages of
various data mining techniques are explained.

The paper [7] proposes a new algorithm for privacy
preserving using k-means algorithm which is secure but it
does not use cryptography. It uses multi party additive
scheme. The work was carried out on horizontal partitioned
data. The algorithm developed by [7] can tackle adversary’s
passive model.

[8] proposes advancement in mining association with
secrecy constraints (MASK). Data perturbation technique used
by MASK algorithm provides low degree of privacy
preservation. The execution time required by MASK
algorithm is very large so it can’t be applied practically in the
field of privacy preservation. So to overcome the problems of
MASK algorithm, this paper proposes advancement in MASK,
which contains data perturbation and query restriction
(DPQR). For solving problem related to time, calculation to
obtain inverse matrix is divided into blocks and set theory is
used to reduce number of scanning in database. This new
algorithm is evaluated theoretically as well as practically and
hence it was proved that this advancement has better
performance.

The system which is proposed in [9] consists of
access control mechanism and privacy protection mechanism.
Privacy requirement policy is applied on sensitive table i.e.
database. Anonymization method was applied to allow only
authentic users to see the data. Processing speed was increased
by only showing limited rows from table. As location based
method is less complicated, it is used for access control which
restricts anonymous users to view data. The proposed strategy
is capable of handling linking attack as well as it provides
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more accurate data. This technique can be applied in
distributed environment.

The paper [10] presents ant colony system based
algorithm known as ACS2DT (ant colony system to delete
transaction), which reduces the side effect of sanitization
process. This paper contains algorithm for each operator also.
ACS2DT works like tradition ACS process which contains
state transaction rule, pheromone updating rules and selection
process to select particular route. There is no termination
condition set by ACS algorithm to stop ant to go further as ant
completes its route because no other nodes are selected or it
reaches final destination. But in ACS2DT routing graph is
defined very specifically and because of predefined
termination conditions in those graph, ants are guided towards
their destination. A very important heuristic function is
generated in ACS2DT for hiding sensitive data from the item-
set.

For providing security to sensitive data in the
database, concept of cryptography is used in [11]. In this paper
multi-party computation of privacy preserving is reduced to 2-
party case. There are various advantages (like Trust,
Independence  of  inputs, Communication, Privacy,
Correctness, Efficiency, Guaranteed output delivery and
Fairness) of using this kind of reduction. This new approach
achieved very good results. This paper contains applications of
using crypto graphical  concept in the field of securing
sensitive data in database.

Most of the privacy preserving algorithms assume
that quasi-identifiers can be separated from sensitive
attributes. But most of the attributes contains features which
are sensitive attributes and quasi identifiers as well. [12]
contains a new privacy model as well as a method that can
treat sensitive quasi identifiers. This method contains two
separate algorithms in which the first is anonymization
algorithm and the second is reconstruction algorithm. This
novel method is experimentally tested using real world data
sets and the result of the test proves that this proposed
algorithm can anonymize databases as well as reconstruct
existing databases while focusing on keeping a high quality of
data within a realistic periods.

I11. APPLICATIONS OF PRIVACY PRESERVING
DATA MINING

The area of privacy preserving has a lot of applications in:

e Medical Databases

e Bioterrorism Applications

e  Genomic Privacy

e Homeland Security Applications
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IV. CONCLUSION

Now-a-days data mining has become very popular
because of its various applications. But as the database
becomes available, for all the parties who are concern with
data mining task, the privacy of personal data violates. So to
control this violation privacy preserving techniques must be
applied. In this paper detailed survey on privacy preserving is
done. Each and every technique contains its advantages as
well as some disadvantages. So conclusion from the survey is,
as per the level as well as type of privacy is required for data
mining task various different techniques should be applied on
data warehouse.
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