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Abstract- Th Electronic health (e-health) record system is a
new application that will get extraordinary comfort in
healthcare. The protection and security of the sensitive
personal record is the major concern of the users, which could
advance further development improvement and broadly
reception of the systems. The searchable encryption (SE) plan
Is an Innovation to join security protection and ideal
operability works together, which can assume an essential part
1n the e-health record fiamework. In this proposed system, we
present a novel cryptographic primitive named as conjunctive
keyword search look with designated tester and timing
empowered proxy re-encryption function (RedtPECK), which
1s a sort of time-dependent identifiable encryption scheme. It
could empower patients to delegate incomplete get to rights to
others to look work over their records in a restricted time span.
The duration of the time span for the delegatee to find and
decrypt the delegators encrypted records can be monitored.
Also, the delegatee could be automatically revoked of the
access and find authority after a defined period of time. It can
also help the conjunctive keywords search as well as avoid the
keyword guessing (KG) attacks. Due to this, only the
designated tester is capable to test the possible certain
keywords.e present study focuses on the analysis of material
handling system with the help of discrete event simulation.
The simple factory layout of packing system is considered and
modeled with the queuing system based on time and the size
delay fiunction.it is found that the total system once modeled
can helps in the improve modify or study the process in detail
and helps to understand the system very effetely

Keywords- Searchable encryption, Time control, Conjunctive
Keywords, Designated Tester, E-health, Keyword Guessing
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L. INTRODUCTION
The electronic heath records (EHR) framework will
create medical records that are computerized with the

capability to detect avoid medical errors [1]. It will allow a
patient to create his own health record in one hospital and
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control or share his medical information in other hospitals.
Most practical patient-centric EHR framework has been
developed like Microsoft Health Vault [2] and Google Health
[3]. Given the ambitious prospect to development and deploy
the HER system ubiquitously, privacy concerns of the patients
come up. Healthcare data collected in a data as well as
information center may contain private information and
insecure to potential leakage and reveal to the individuals or
troop who may make benefit from them. Even though the
service provider can overcome the patients to trust that the
privacy information will be safekeeping, the EHR could be
liable if the server is break in or an internally staff misbehaves.
The serious private and security occupy are the overlap
distortion that play of wide adoption of the framework.Public
key encryption strategy with keyword search (PEKS)[4-7]
where user allows to search on encrypted information without
decrypting it, which is perfect to increase the security of EHR
framework. In some condition, a patient may be act as a
delegator to delegate his search right to a delegatee, who may
be a doctor, without displaying his own private key.The proxy
re-encryption (PRE) technique can be introduced to fulfill the
necessary. The server could change the a reencrypted form
from the encrypted index of the patient which can be finded by
the delegatee. However, next problem arrives when the access
protocol is broadcasted. When the patient regain and leaves
the hospital as well as is transferred to some different hospital,
he does not want the the some special private data to be find
and used by his previous physicians anymore.A possible way
to solve this mystery is to re-encrypt all data of that particlur
person with a new key, which will bring a much maximum
cost. It will be more stressout to revoke the delegation
protocol in a larger size form The proposed system attempt to
work out the problem with a novel mechanism proposed to
spontaneous revoke the delegation protocol after a period of
time appointed by the data owner previously. In the existing
time-release  system [29,31], the time assurance to
encapsulated in the ciphertext at the very starting of the
encryption algorithm. It shows that all users with data owner
are fixed by the time span. The quality of the proposed
framework is that there is no time span bounds for the data
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owner because the time information is fixed in the
reencryption phase. The data owner is able to preset various
efficient access timespans for different customers when he
designate his delegation protocol. An efficient timespan set by
the data owner can be precised with a starting and ending time
(for instance, 07/01/2017-11/01/ 2017). A time span server is
used in framework, which is legislature to form a time token
for the users. After receiving an efficient time period T from
the data owner, the time server forms a time seal T S by using
his own operation private key and the public key for
delegatee.In that way, the time period T is digest in the time
seal T S .By the rencryption algorithm implement by the proxy
server. the time period T will be added in the re-encrypted
ciphertext. which is the timing enabled proxy re-encryption
function. When the delegatee problems a query request, he
should form a trapdoor for the queried keywords using his
own private key and time seal T S . Only if the time period
digest in the trapdoor matches with the effective time period
added in the proxy re-encrypted ciphertext, the cloud service
provider will be respond to the search query. otherwise, the
search request will decline. In that way, the access protocol of
the delegatee will close automatically. The data owner
necessarily not to dosome other process for the delegation
cancellation To the best of our knowledge, this is the first
work that enables automatic delegation revoking based on
timing in a searchable encryption system. A conjunctive
keyword search scheme with designated tester and timing
enabled proxy re-encryption function (RedtPECK) is proposed,
which has the following merits.

. Design strange searchable encryption strategy
helping secure conjunctive keyword search and
authorized delegation purpose. Analogize with
existing strategy this work can accomplish timing
enabled proxy re-encryption with efficient delegation

revocation.

. Owner-enforced delegation timing set in advance is
allowed.Different access timespan can be

: predefined for different delegatee.

. The proposed scheme is generally validate as a

secure against chosen-keyword chosen-time attack.
And also, off-line keyword guessing assault can be
opposed too.

: The test algorithm could not function without data
servers private key. Eavesdroppers could not succeed
in presume keywords by the test algorithm.

. The security of the strategy function work based on
the standard archetype rather than arbitrary oracle
model. This is the first primitive that helps above
functions and is build in the standard archetype.
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II. REVIEW OF LITERATURE

Conjunctive Keyword Search: Different forms of public
key encryption with conjunctive keyword search (PECK)
on encrypted data have been developed [8-10]. It enables
the users to send more than one keywords at the once [11-
12]. But, some among them like solution provided in [9-
10] have high communication and low computation
overhead. On the other hand, some research [8, 12]
require an index set of the keywords that are fired by user
as a query when a trapdoor is generated, which leads to
leak of the information as well as impair the query
protection and security.

Searchable Encryption with Designated Tester: In
general,the size of a keyword space is shall not greater
than its polynomial level. A hacker can perform
dictionary attacks or perform off-line keyword guessing
attacks (KG attacks) to hack the encrypted keywords. In
the Electronic Health Record related keywords are
normally taken from a small space, especially they belong
to the medical terminology. If an attacker get that the
trapdoors or indexes that are in encrypted format have
lower entropies, the keyword guessing attacks could be
performed if the attacker try to guess the possible related
keywords. Author Byun [19] and Yau [20] have cracked
several traditional strategies by using the keyword
guessing attacks. In order to avoid the threats, the idea of
Public key encryption strategy with keyword search with
designated tester (dPEKYS) is elaborated in [21-25]. Only a
designated tester,which is normally the server, is allow to
carry on the test algorithm. The improved security models
[26-28] could not allow multiple keywords in the query.

Proxy Re-encryption with Public Keyword Search: Proxy
re-encryption (PRE) allow a proxy with a re-encryption
key to translate a ciphertext encrypted by a data owners
public key into such that it can be decrypted by users
secret key.Proxy re-encryption with public keyword
search (Re-PEKS) [13-15] has proposed the concept of
keyword search into Proxy re-encryption. The users along
with a keyword trapdoor can look for the ciphertext
whereas the hidden keywords are not known to the proxy.
The disadvantage on the schemes defined in [13-15] is
that only single keyword is allowed tofind in the
encrypted documents. In later stage, Wang et al.[16] has
proposed an efficient strategy to help the conjunctive
keyword search scheme. Schemes defined in [13-16] are
shown secure in random oracle model. But in some
schemes shown in [17-18] are insecure for random oracle
model. The time managed Proxy re-encryption has been
proposed in [29-31]. The schemes in [29, 31] need to
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defined the release time at starting of encryption operation.

Only single release time is fixed for all users, which not
satisfy the property of uniqueness. Another disadvantage
is that it creates a huge computation overhead in
encryption as well are-encryption phases [30].

III. SYSTEM ARCHITECTURE

In Fig. 1, the environment of the proposed Re-
dtPECK strategy for the EHR cloud framework is exhibited.
There are three sorts of entity: an information owner, users
and a data center. The information proprietor needs to store his
private HER records on a outsider as well third party as
database. He separates keywords from the HER documents
and encrypts those plaintext keywords into the safe searchable
files.The EHR records are encrypted to ciphertext. Then, those
data are outsourced to the data center
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Figure 1. System Architecture

A data center comprises of an EHR storage supplier
and a pursuit server. The capacity provider is in charge for
storing  information and search  server  performs
search/add/erase operations as per to users requests. A user
creates a trapdoor to seek the EHR records utilizing his private
key and forward it to the search servers. After receiving the
request, the search servers collaborate with the EHR storage
supllier to locate the coordinated records and returns those
retcovered data to the user in an encrypted frame.

In Fig. 2, the timing enabled proxy re-encryption
searchable encryption framework is shown. In this framework,
we elaborate theimplementation of the time controlled
function. The data owner perform role as a delegator who
sends a list of delegation effective time span for his users to
the time server and the proxy server. The list is used for the
identity of each delegatee and the defined time span, such as
Alice, 07/01/201711/01/2017. It means that the delegatee
Alice is allow to issue queries as well as allow to decrypt the
encrypted record of the data owner from Jan. 6th, 2017 to Jan.
11th, 20178. After getting the list, the time server creates a
time seal for every delegatee, which is send to users. The time
seal is a trapdoor of time span and hide by the secret key of
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the time server. Next in the re-encryption phase, the proxy
server will encrypt the defined effective time into the re-
encrypted ciphertext. In the query phase, the delegator can
perform find operations with his own secret key. But, the users
have to create a keywords trapdoor by using time seal. No any
matched files are shown to the user unless time seal
communicate with the time which is in the form of re-
encrypted ciphertext, which is different from conventional
proxy re-encryption schemes.
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Figure 2. Timing Enabled Proxy Re-encryption Searchable
Encryption Framework

IV. MATHEMATICAL MODEL

The Mathematical model is shown in figure-2. In this
Document Query I is submitted to state pl where the Global
Setup is done then it is passed to state p2 where the
KeyGenRec done then in state p3 where the KeyGenSer is
done In next step P4 KeyGenSerTS is done then in P5
ReKeyGen take place at P6 Trapdoor done then P7 Re-
dtPECK take place and the output is generated in final state O
from which file is downloaded ,if file is not match within time
seal again it move to P1

LHIHHMHHH O

Figure 3. Mathematical Model of System

A. Input Parameter(I)
I=11

where I is set of Input.
I1=1It is keyword which is submitted to state p1.

B. Functional Parameter(Q)
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Q=pl,p2,p3,p4,p3,p6,p7

where p is functions/process done in EHD system

pl =Global Setup algorithm which generate global parameters.
p2 = KeyGenRec generate private and public key

p3 = KeyGenSer generate private and public key

p4 = KeyGenTS generate private and public key

pS = ReKeyGen generate a re-encryption key and send it to
proxy server

p6=  Trapdoor which generate private key(token) used for
matching the keyword with file keyword stored on EHD
storage Server.

C. Output Parameter(O)

0=01

where O is an Output parameter.

O = Result generated if file downloaded and key match
within time seal.

V. IMPLEMENTATION DETAILS

In this section, formally describe the conjunctive
keyword search with a designated tester and the timing
enabled proxy re-encryption function (Re-dtPECK) with
concrete RedtPECK scheme and with a detailed
implementation details .The Re-dtPECK scheme consists of
following algorithms with an indicator . When its value is 1,
the delegate on function will be activated. Otherwise, the
proxy re-encryption will not be enabled. In the system, the
EHR documents of the patients are encrypted by a symmetric
encryption algorithm and the encrypted by a symmetric
encryption algorithm and the symmetric key is encapsulated
with the patients public key pkA by the key encapsulation
mechanism. The algorithms in the following focus on the
searchable keywords encryption and the timing controlled
delegation function. The time T chosen from the time space
has the form Month/Day/Year-Month/Day/Year to set the
starting time and closing time of the delegation. For example,
07/01/ 2017-11/01/2017 means that the delegatee is authorized
to operate on delegators secret data from Jan Ist, 2017 to Jan
11th 2017.

. GlobalSetup(k) :Taking a security parameter k as an
input, this function generates a global parameter GP.
. KeyGen (Ser) GP : Taking GP as an input, this

algorithm generates a private and public key pair
(sks ,pks)for the data server.

. KeyGen (Rec) GP : Taking GP as an input, this
algorithm generates a private and public key pair
(skr ,pkr)for the for the receiver.
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. KeyGen (TS) GP : Taking GP as an input, this
algorithm generates a private and public key pair
(skts ,pkts)for the for Time Server.

. dPECK (GP,pks,pkr,skr,W) :Taking GP,pks,pkr,skr
and Keyword set W=(wl....wn) as as the inputs, the
function returns a ciphertext Ci of W for Ri.

. Trapdoor(GP,pks,skr,Q):Taking  GP,pks,skr  and
Keyword query for Q=(wl....wn), mjl as the inputs,
it outputs a trapdoor(Q,I) for Qgenerated by Ri.

. Test(GP,T,sks,Ci): Taking GP, T(Q,I) ,ssk and a
ciphertext Ci of W as the inputs, the function returns
1 if W includes Q and 0 otherwise.

. If the delegation indicator equals to 1, the following
operations are executed.

. ReKeyGen(GP,skri,skrj)Taking GP ,skri, skrj as the
inputs, the algorithm outputs re-encryption key rkri-
rkrj

. RedtPECK(GP,rkri,-Taking GP ,rkrirj ci,pki, pkj,
pkts, T as the inputs the algorithm outputs a re-
encryption ciphertext Cj.

: TimeSeal(GP,skts, T,Pkri,Pkrj): Taking

GP,skts,T,Pkri,PKrj as the inputs, it outputs a time
seal St for user Rj in order to search user Ris

encrypted data.

. TrapdoorR(GPPks,Sk1j,Q,St): Taking
GP,Pks,Skrj,Q,St as the inputs,it outputs a trapdoor
Tq,j for R;.

. TestR(GP,Tq,j,Sks,Cj):Taking GP,Tq,j,Sks and Cj as

inputs, the funtion returns 1’ if W includes Q and
the effective time contained in Tq,j is accordance
with the time encapsulated in Cj.otherwise. it
outputs ’0’.

VI. RESULTS AND DISCUSSIONS

Our proposed Re-dtPECK compared with other
searchable encryption schemes in [4, 6, 8-10, 13-16, 21-25, 28]
and the relevant proxy re-encryption schemes in [29-31] in
terms of functionality, communication and computation
overhead. Our proposed scheme has different useful functions
and has stronger security functionality than those of most of
the existing searchable encryption schemes as described in
literature survey. Also proposed system shows the greater
performance in terms of Time Control ,Conjunctive
Keywords ,Against offline KG attack, Proxy, Standard model,
No key sharing in multi-client setting, Dynamic data change.
Also proposed system have low communication overhead due
to the small size of public key and private key.
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Figure 4. As in testing purpose Existing system and proposed
system were compared to check the time efficiency in
nanosecond proposed technique achieve high performance.

Froposed System

VII. CONCLUSION

In this proposed defines a novel Re-dtPECK scheme
to realize the timing enabled privacy-preserving keyword
search mechanism for the EHR cloud storage, which could
support the automatic delegation revocation. Our proposed
scheme holds much higher security than the existing solutions
with a reasonable overhead for cloud applications. Our
proposed system is the first searchable encryption scheme
with the timing enabled proxy re-encryption function and the
designated tester for the privacy preserving EHR cloud record
storage. The solution could ensure the confidentiality of the
EHR and the resistance to the KG attacks. In future work it
can be applied directly to federated clouds.It is also a future
work to Reduce number of Trapdoors under multi-owners
setting.
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