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Abstract-Vehicular ad hoc network is a rising field of research
in advanced correspondence and network. It is a sub type of
wireless ad hoc network in which there is no central authority
to manage the nodes. It is wirelessly communicates which
make them vulnerable to attacks like DoS. attack essentially
hinders the services and users are not ready to utilize the
administrations. It covers characteristics, challenges and
security issues prevailing in VANETS.
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1. INTRODUCTION

Vehicular Ad-Hoc network is a type of MANET, to
give correspondence among near to vehicles and amongst
vehicles and nearby fixed equipment i.e. roadside equipment.
VANET or Intelligent Vehicular Ad-Hoc Networking gives a
clever method for utilizing vehicular Networking. Every
vehicle outfitted with VANET device will be a node in the
Ad-hoc network and can get and transfer different messages
through the wireless network [1].
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Figure. 1.1 VANET
1. CHARACTERISTICS OF VANET

Vehicular network have some unique sort of conduct
and characteristics, which distinguishing them from other
types of network. As contrast with different networks
vehicular network have remarkable and interesting features as
follow:
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A Unlimited transmission power

In the prompt tool control issues is fundamental
compelling however in the case of this network nodes/vehicle
provide continuous and sufficient power to computing and
communication devices for doing other task.

B. Computational capacity very high

Operating vehicles can have very significant
computing capacity which done by sensor and circuit in the
vehicle with sufficient vitality, correspondence and detecting
capacities.

C. Predictable mobility

In the MANET where the vehicle mobility is very
hard to predict, vehicles have extremely unsurprising
developments that are constrained to roadways. Roadways
data is regularly accessible from situating frameworks and
guide based advances, for example, GPS. It can give brief
about the vehicle average speed with according to some
distance, current speed of the vehicle and path of the future
position of vehicle can also be finding them.

D. High mobility

vehicular systems work to a extremely degree
dynamic and their configurations. On the off chance that take
the case of expressway where generally speed of up to 190-
230 Km/h may happen while distance, 1-2 vehicle in 1 Km on
opposite side where relative speed up to 65-70 Km/h and in
surge hours particularly high density of nodes.

E. Partitioned network

vehicular network will be much of the time isolated
and dynamic nature of traffic may bring about huge entomb
vehicle holes in inadequately populated situations in several
unusual clusters of nodes.

F. Network topology and connectivity

When vehicle move and change their position
constantly in the dynamic scenarios. As the association
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between the nodes associate and disengage all the time on
record of network topology as often as possible. As the
network is associated is tremendously depend upon the two
factors which are the range of wireless links [2].

I11. PROPERTIES OF VANET

As before say, a VANET portray an exact part of
MANETSs. All things considered, investigate works examined
and taken in the field of MANETs can't be connected
straightforwardly with regards to vehicular networks due to
the attributes of VANET making the application of MANET
protocols and architectures inappropriate. In the following, the
main properties and constraints related to the environment of
VANET are presented below.

A Processing, energy and communications capacity

In opposition to the setting of MANET where energy
imperative speak to a portion of the primary difficulties,
vehicles in a. VANET have no restriction regarding energy,
have huge preparing ability and permit supporting a few
interchanges interfaces.

B. Environment and mobility model

Atmosphere think in ad hoc n/w are mostly limited to
open spaces or indoors. Vehicle actions are linked to on
highways, or within a metropolitan area and road
substructures. The constraints imposed thru these verities of
atmosphere, for instance radio obstacles due multipath and
fading effects, and to structure, considerably affect the
mobility model and radio transmission quality.

C. Type of information and diffusion

Since one of the key VANET applications is
prevention and road safety, the types of communications will
focus on message broadcast from a source to many
destinations.

Yet, the vehicles concerned thru such diffusion based
on their position and their implication degree in the event. In
such situations, communications are mainly unidirectional.

D. Network topology and connectivity
Contrary to ad hoc networks, VANET are described
by very high mobility because of car speed. Solutions must

then consider this constraint where connectivity is one of the
key parameter. In addition, properties inherent to VANET,
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especially in terms of size, raise scaling problems and a
complete revision of existing solutions is required.

E. Security

Data sensitivity transmitted over a VANET
demonstrates a high need for security. Infact, the importance
of security in this context is vital because of the critical
consequences resulting from a violation or attack. In addition,
with a highly dynamic environment characterized by almost
instant arrivals and departures of cars, the deployment of a
security solution must cope with particular patterns and
constrictions.

IV.DISCUSSIONS ON ISSUES IN VANETS

Based on our survey on routing protocols of VANET,
we found that few challenges and open research issues exist in
routing of VANETS which is the most vital range for research
today. These open issues and challenges in VANET routing
such as driver’s behavior, loss of signal, interferences caused
by tunnels and high buildings [3, 4] have been discussed in
this section.

A Dynamic Topology and High Mobility

Vehicles are the mobile nodes in VANETSs and move
as indicated by the street pathways which confines the
mobility of the nodes. This causes the disturbances in
interchanges and evolving topology. For routing protocol
advancement, we ought to damage dynamic topology. A
solution to give effective information dissemination not
withstanding fast changing topology may be broadcast based
communication.

B. Fault Tolerance

Since a VANET has quick evolving topology; a few
vehicles could enter or leave the network occasionally. If
during the communication, a node leaves the network, a new
route should be created by the routing protocols to manage the
network. This problem can be solved if the route failure is
known in advance, this requires lot of updated information
exchange leading to un-scalable communication.

C. Flexibility and Scalability

Area chooses the quantity of vehicles, for e.g.
number of vehicles in country territory is low without road
side units, it ends up noticeably hard to keep up the network
availability. For development of the road side units, large
investments are required, therefore less power constraints can
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be used by increasing communication ranges with higher
transmission power to form every node reach its destination
without support of the roadside units. On the contrary, urban
area is very large and crowded having a huge range of vehicles
running. The routing protocols need to decrease the overhead
and control of data packets as a bigger number of vehicles
need to convey. It should provide safety communication rather
than control overhead.

D. Delay Constraints and Real-time Transmission

To deal with sudden occurring situations, drivers do
not have enough time to respond as the information is
distributed in the real time. mishaps can be maintained a
strategic distance from. Thus the courses are to be kept up and
developed for continuous applications.

E. Security Enhancement

Security [5] stands the most important and
challenging issue in safety applications of VANETSs. If no
security is provided in routing protocols, a malicious node can
enter the network and cause damage. This could lead in
deceiving of data which can be utilized by fear based
oppressors to trap blameless individuals as dead end tunnel.
So in turn to protect the information; authentication, integrity
and non-repudiation must be achieved such that there is no
entry of any unauthorized vehicle into the network and no
modification of the data packets is allowed during the
communication. Hence, security is an important issue as future
research area

V. COMPONENT OF VANET

VANET is a self-governing self-sorting out wireless
network. VANETS contains taking after elements:

A. Vehicles

Vehicles are the nodes of vehicular network. VANET
handle the wireless discussion between vehicles (V2V) and
amongst vehicles and base access point (\V2I).

B. Infrastructure

Infrastructure identified with outside condition
incorporate road side base station. Base stations are the
roadside unit and they're placed at dedicated place like
junctions or near parking areas. Their foremost features are to
broaden the communication field of the ad hoc network with
the aid of re-allocating the understanding to others and to run
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security utility like low extension cautioning,
cautioning and numerous others.

mishap

C. Communication channels

Radio waves are a kind of electromagnetic radiation
with wavelengths in the electromagnetic range longer than
infrared delicate Radio waves have frequencies from 190 GHz
to 3Khz. Radio proliferation demonstrate assumes a solid part
in the execution of a protocol to decide the quantity of nodes
inside one collision space [6].

VI. DENIAL OF SERVICE (DOS) ATTACKS

Denial of Service (DOS) attacks: The DOS attacks
for the most part concentrate on web resources, those are
given by cloud service organization. Some of the security
professionals suggested that cloud is vulnerable to denial of
service attacks, because of its sharing of resources among their
clients. The DOS attacks ensure more damage to the
compromised resources in cloud environment. The cloud
computing operating system represents the substantial
workloads on cloud services, then the cloud attempt to give all
the more registering energy to the assets about workloads.
Thus, the server component boundaries are extended to
maximum workload to process for no longer hold [7]. By
along these lines the cloud host is attempt to conflict with
interloper up to some degree even it bolsters the attackers by
harming administrations on resources. Because of this action
benefit accessibility diminished.
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Figure 1.2 DOS in Cloud Computing

The Fig 1.10 demonstrates a model of DOS attack
done by intruder. Thus, the intruder no need flood to all n
resources in target, but instead it can flood a single.

The cloud based environment address in order to
perform a huge loss of availability on specific services. A
cloud service supplier can't ready to share secured data among
its customers that deliver to the trouble of in distinguishing
proof by cloud clients.. A Denial of Service (DOS) attack is an
attack that exchange off a site, realizing the assets consistently
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issued by the site those no longer for customers of that website
. Distributed Denial of Service (DDOS) attacks are based on
traffic volume based attacks from huge number of
compromised hosts. These hosts or resources, known as
‘zombies’, form a widely distributed attack network called as
‘botnet” . The resource attacks in cloud are distributed denial
of service; this may not be valid for DOS in the websites.

Therefore, when user experiencing difficulty to
access websites content, it should not be assumed ad denial
service attack. Many forms of DOS attacks are easier
implement than DDOS attacks and these attacks are still used
by intruders with malicious intent. The DOS attacks are easier
to defend using mechanisms which are known to the cloud
client. It is important to complete analysis of attacks when
website becomes perform unusual functions.

Such that, it is essential to analysis of attack traffic
when a website becomes unable to perform its usual role.
Most of the DOS attack mechanisms are super finely enforced
at good at that time. Some mechanisms, those are variety types
of website resemble are enforced as general operating
procedure to check whether the website is attacked or not.
Other mechanisms are organized to reactivate the websites,
those are under DOS attacks. Types of DOS attacks: DOS
attacks are broadly classified based on Network based and
attacker’s behavior. The network based DOS attacks are:

1. UDP Bombing

2. TCP Syn Flooding
3. Ping Of Death

4. Smurf Attack

These attacks are possibly on the network resources and are
explained.

The network based attacks assumes an imperative
part in cloud condition. UDP Bombing Attack: The UDP
bombarding attack is a network based attack. In this we
figured two UDP administrations: resound and charge, these
are utilized as a part of the early network monitoring and
testing and, are empowered as default on generally
frameworks. These two UDP services can be used to launch
DOS attack by connecting the charge to echo ports on the
similar or another hosts and produces huge amount of network
traffic.

UDP service denial: Charge and Disable reverberate
are countermeasures of UDP denial of services and remaining
administrations are unused, such as /etc/inetd.config in UNIX
working framework, and Cisco guarantees UDP with no little
services at the firewall level.
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A. Windows UDP attacks

The Microsoft windows operating systems are
vulnerable to UDP attacks than in the UNIX operating system.
The devices those endeavors the shortcoming of windows
working frameworks are Bonk, Boink, and Newt ear bonk.
The conceivable shortcoming abuses in windows 9.x/IP
stack/NT TCP. The hacker can send malformed packets to the
vulnerable host in a network and packets are re-assembled as
invalid UDP datagram. By accepting the invalid packets, the
host reboots or freezes with clear screens. This impact is
likewise called as pathological offset attack. TCP SYN
Flooding TCP SYN flooding is additionally alluded to as the
TCP half open attack so as to build up an approved TCP
association then the user sends a SYN packet from host to the
server.

1. The client sends a SYN

2. ACK back to the client

3. The client sends an ACK back to the server here, the
three way handshaking association is built up and attack did
by the attacker through the instatement of a TCP connection to
the server. The connection can be established with the usage
SYN and legitimate source address. The server sends ACK as
reaction to customers SYN packet then server sit tight for
customers answer and distributes memory for that client. This
leads to wastage of memory and server time. TCP SYN
Flooding: Results The connection established under the three
ways handshaking will suffers from DOS attacks. After
establishment of half open connection, the victim server will
buffer connection request until reply from client. No
connection will be made till the buffer becomes emptied.
There is timeout policy in such case of half connections, so
that connection will be terminated after time expires. The
attacker constantly sends association ask for with SYN packet
speedier than the server lapses the pending association
demands. To overcome these types of network based attacks,
there are different countermeasures those are explained below
clearly.

B. TCP SYN Flooding

Countermeasures There are different
countermeasures for the TCP SYN flooding attacks in the
network based topologies

1. Claim vendor patches on newly released Operating
systems to optimize the problems.
2. Install filters on routes to prevent IP spoofing in a
network.
Ping of death attack:. This is one of the elements of
TCP/IP protocol by dividing approaching packets into sub
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packets. The IP protocol permits a solitary packet and
separated into littler packets. From 1996, the attackers
exploited this element when they found the packet softened up
to little packet those could be signify more than 65,536 bytes.
Many working frameworks don't realize what needs to do at
whatever point it gets an additional measured packet. To such
an extent that the working frameworks basically solidified,
rebooted and/or crashed. For clear clarification see Fig 1.11
Ping of death attacks were specifically dreadful because the
identity of the intruder sending an extra sized packet can
results in spoofing of packets and because the attacker no need
to aware of machine details except the IP address of that
machine in internet. To maintain a strategic distance from
these sort attacks, the working framework organizations
discharged fixes yet so a significant number of sites under the
hindering of Internet Control Message Protocol (ICMP)
messages. These messages are filtered at firewall to avert ping
of death attacks and any components that related sort of denial
service attacks.

Smurf attack: The smurf attack is a sort of foreswearing of
administration attack by abusing on the web protocol. It
broadcast the addresses to create a denial of service attacks.
The intruder uses the features of smurf program to cause that
network to be inoperable. The smurf attack takes certain
advantages over an Internet protocol (IP) and ICMP by using
characteristics of these protocols over an internet. The ICMP
is utilized by network segments and managers among nodes to
trade. The ICMP can be utilized to send error warning
messages among the nodes to the server. The operational node
returns answer with a resound message in light of the message
of ping. The smurf program generates an internet packet that
seems to sends from other address for clear understand see
Fig3. The IP packet contains ICMP ping notification and the
entire network resources address in given network.

Attacker

vietim

Figure 1.3 Ping of death attack
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Fig 2. Ping of death attack The ping messages are
sent as echo to reply back to the vulnerable address. These
ping and echo messages can flood the network traffic which is
unusable network traffic. The possible overwhelming of these
smurf attacks is to by not using IP address at each network
router or resources. These attacks are happen over a network
in cloud environment. The cloud computing mainly suffers
from these attacks because it is operated based on network
components. The cloud computing environment is network
based services and cloud components are only access by
network.

Smurf Attack
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Figure 1.4 Smurf attack
VII. LITERATURE SURVEY

Wagqar farooq [8] et al presented that a novel AUMVs
protocol is proposed to develop a VANET among unmanned
Military Vehicles (MVs). The proposed protocol performs
cluster based multicast communication among AUMVs by
considering real time and dynamic war field scenario. The
AUMVs protocol develops stable clusters and becomes
adaptable as indicated by the military environment by using a
proposed Priority Based CH Election Scheme (PCHE) amid
cluster development which reduces the network overhead and
postponement. Additionally, the AUMVs protocol achieves
high throughput via combining the multicast technique with a
cluster established scheme. The simulation outcome illustrate
that the proposed protocol has achieved the purpose of stable
and efficient verbal exchange among unmanned MVs.

Pierpaolo Salvo[9]et al Offered that We introduce
and inspect a hybrid networking design and protocol which
can be used for the efficient execution of this kind of
assortment system. We employ a VANET-founded multihop
dissemination good judgment to spread manage messages and
choose designated nodes. These nodes are exploited to
document vehicular data through LTE communications. The
performance conduct of the proposed protocol is evaluated via
the honour of two actual urban scenarios. In comparing with
efficiency bounds that symbolize the efficiency habits attained
via state-of the art hybrid integrated VANET and LTE
mechanisms, we show our method to offer a vast discount
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within the traffic load premiums triggered over the LTE cell
radio entry process.

Xiaoping et al [10] presented a Reputation-based
Global Trust Establishment scheme (RGTEs). Plan acquaints
solution using offer trust information in VANET securely
through applying statistical laws, which makes this more
utilized and exact to build up trust in quickly developing
environment. We distinguish awful node of component edge
as per constant notoriety status of network. Analysis shows
that RGTEs is very powerful in confidence-building,
versatility and security affirmation.

M Raya et al [11], suggested data driven trust
establishment system and associated to traffic security use in
VANET. However, creators did not consider the impact
presented by the flow of movement occasions. A vehicle may
not recognize a happened movement occasion or can collect
loose data because of its sensor constraint when passing event
area of activity occasion; therefore, for a wvehicle, the
assessment result on the trustiness of created information (or
got messages) using respect to watched (or reported)
movement occasion mayn’t be completely precise and
dependable.

J.Zhang, et al. [12]Several efforts had been
introduced so as to build trust between communicating nodes.
Nevertheless, none of the previous protocols had fulfilled all
the trust management requirements. li was mainly because
trust evaluation was completed at node level, which by time
deletes every previous record for another node, because V2V
communications are short-lived.

Chaung et al. [13], 1st mistrustful node becomes
authenticated and trustful, it obtains the sufficient authorized
parameter, so this may authorize other mistrustful nodes. In
network, User is allowed more than one identity. Difficult is,
if adversary node was authenticated as trustful, this can misuse
it trust gained to authorized and authenticate further
misbehaving nodes.

Sumra et al. [14], states that if trusted node
communicates with node B safely, then B node becomes
trusted. Thus, it provides chain of trust between
communicating group of nodes. The disadvantage of it
protocol is the first communicating node using new comer
node, will always be victim. Moreover, in vehicular
environment nodes are highly dynamic, continuously leaving a
group and joining a new group. Therefore malicious node, can
join new group that haven’t idea about bad history and deceive
nodes at this new group.
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Golle et al. [15] present a technique that aims to
address the problem of detecting and correcting malicious data
in VANETs. The key assumption of their approach is in
maintaining a model of VANET at every node. This model
contains all the knowledge that a particular node has about the
VANET. Incoming information can then be evaluated against
the peer’s model of VANET. If all the data received agrees
with the model with a high probability then the peer accepts
the validity of the data. However, in the case of receiving data
which is inconsistent with the model, the peer relies on a
heuristic that 107 tries to restore consistency by finding the
simplest explanation possible and also ranks various
explanations. The data that is consistent with the highest
ranking explanation(s) is then accepted by the node. The
major strength of this approach is that it may provide security
against adversaries that might even be highly trusted members
in the network or might be colluding together to spread
malicious data. However, one strong assumption of this
approach is that each vehicle has the global knowledge of the
network and solely evaluates the validity of data, which may
not be feasible in practice [15].

VIll. CONCLUSION

Wireless Ad Hoc Network (WANET) is ad hoc
network in which nodes openly communicate and they act as a
node or a router which construct them less dependent on each
other. Mobile ad hoc networks (MANETS) are susceptible to
various security attacks conducted by the malicious nodes and
attackers. From this survey it has been realized that standard
protocols must exist that enables effective communication for
various applications all together in a multidimensional way
and overcome issues related to those applications. VANET
would provide better platform and effective communication
between vehicles with further advancement and evolution of
new approaches.
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