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Abstract- Security is playing a vital and crucial role in the
field of network communication system and Internet. Data
encryption standard (DES) is a private key cryptography
system that provides the security in communication system but
now a days the changes in the computational power the DES
seems to be weak against the brute force attacks. To improve
the confidentiality of DES algorithm the transposition
technique is added before the DES algorithm to perform its
function. By using an Enhanced DES algorithm the security
has been improved which is very crucial in the communication
and also field of Internet. If the transposition technique is
utilized before the original DES algorithm then the intruder
required first to creak the original DES algorithm and then
transposition technique. So the security is approximately
double as compared to a simple DES algorithm.
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I. INTRODUCTION

The process of encoding the plaintext into cipher text
is called Encryption and inverse the process of decoding
ciphers text to plaintext is called Decryption. This can be done
by two method symmetric-key cryptography and asymmetric
key cryptography. Symmetric key cryptography includes the
usage of the same key for encryption and decryption. But the
Asymmetric key cryptography includes the usage of one key
for encryption and another, different key for decryption.
Confidential key cryptography involve DES, AES, 3DES,
IDEA, Blowfish algorithms etc. and public key cryptography
involve RSA, Digital Signature and Message Digest
algorithms [10], [14].

For each algorithm there are two key type used:
Algorithm type (define size of plain text should be encrypted
per step) and algorithm mode (define cryptographic Algorithm
mode). Algorithm mode is a combination of a sequence of the
basic algorithm and some block cipher and some feedback
from recent steps. We compare and analyzed algorithms DES
and RSA [8].

I1. DATA ENCRYPTION STANDARD

DES is a block cipher. It encrypts the data in a block
of 64 bits. It generate 64 bit cipher text. The key length is 56
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bits. Initially the key is include of 64 bits. The bit position 8,
16, 24, 32,40,48,56, 64 discarded from the key size [16].
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56-bit

Fig.1. The conceptual working with DES

DES is based on two fundamental attributes of
cryptography:  Substitution (confusion) & transposition
(Diffusion). DES consists of 16 steps, each of which called as
a Round. Algorithm:-

[1] In the 1st step, the initial 64-bit plain text block is handed
over to in Initial Permutation (IP) functions.

[2] The Initial permutation is performed on plain text.

[3] The initial permutation produce two equals of the
permuted block: Left Plain text (LPT) and Right Plain Text
(RPT).

[4] Now, each of LPT and RPT followes 16 rounds of
encryption process, all with its own key: a. From the 56-bit
key, a different 48-bit Sub-key is crated using Key
Transformation. b. Using an Expansion Permutation, the RPT
is expended from 32 bits to 48 bits. c. Then, the 48-bit key is
XORed with 48-bit RPT and resulting outcome is given to the
next step. d. Using the S-box substitution produced the 32-bit
from 48-bit. e. These 32 bits are permuted with using P-Box
Permutation. f. The P-Box output 32 bits are XORed with the
LPT 32 bits. g. The outcome of the XORed 32 bits are become
the RPT and old RPT become the LPT.This process is called
as Swapping. h. Now the RPT again provide to the next round
and performed the 15 more rounds.

[5] After the completion of 16 rounds the Final Permutation is
performed [10][17].
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111. DOUBLE DES

It is also called 2DES.It’s process is the same as DES
but repeated same process 2 times using two keys K1 and
K2.First it takes plain text, produced the cipher text using K1
and then take up the cipher text as input, produced another
cipher text using K2 shown in fig. 1 .The Decode Process is
shown in fig. 2[10]

Plain text

Enerypt - Encrypt
with Cipher text with
K1 K2

Fig.2. Encryption process using two keys K1 and K2

Decrypt Decrypt
with Cipher text with
K2 K1

Fig.3. Decraption process using two keys K1 and K2

Plain text

IV. TRIPLE DES

Triple DES is DES -three times. It comes in two
flavors’: One that uses three keys, and the one that uses two
keys. The Idea of 3-DES is display in to the fig.4. The plain
text block P is initially encrypted with a key K1, then
encrypted with second key K2, and lastly with third key K3,
where K1, K2 and K3 are unequal from each other. To decrypt
the cipher text C and obtain the plain text, we need to perform
the operation P= DK3 (DK2 (DKZ1(C))). Also in Triple DES
with two keys the algorithms works as follows: [1] Encryption
the plain text with key K1. Thus, we have EK1 (p). [2]
Decrypt the outcome of stepl above with key K2. Thus, we
have DK2 (EK1 (P)). [3] Finally, encrypt the output of step 2
again with key K1.Thus, we have EK1 (DK2 (EK1 (P))). The
idea of 3-DES with two keys are described in fig. 5.

Encrypt | Encrypt
with with
K1 K3

Encrypt
Cipher text 1 with Cipher text 2
K2

Fig.4. Encryption process Triple DES with three keys
K1,K2 and K

Plain text
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Plain text

Encrypt Encrypt
with with
K1 K1

Enecrypt
Cipher text 1 with Cipher text 2
K2

Fig.5. Decryption process Triple DES with two keys
K1 and K2

V. THE TRANSPOSITION TECHNIQUE

The transposition technique does not replace the one
alphabet with another like the substitution technique but
perform the permutation on the plain text to convert it into
cipher text. The other transposition techniques are used to
perform the operation given below[6],[10],[14]:

A. Rail Fence Technique
B. Simple Columnar Transposition Technique
C. Vernam Cipher (One-Time Pad)

A. RAIL FENCE TECHNIQUE

The Rail Fence Technique is simplest transposition
technique. This technique include writing plain text as a
sequence of diagnosis and reading it row-by-row to produce

the cipher text. An example is given below in fig.6. In this
figure the plain text is HELLO and the cipher text is HLOEL.

H\/L\f(i)
E L

Fig .6. Rail fence technique

B. SIMPLE
TECHNIQUE

COLUMNAR TRANSPOSITION

The Simple Columnar Transposition Technique is the
variation of the Rail Fence Technique. This technique simply
arranges the plain text as a sequence of rows of the rectangle
that are read in column randomly. Example of this technique is
given in the fig. 7. The plain text is COME HOME
TOMORROW and the cipher text is
OMOETRHOOMERCOMW if we choose the column order 2,
4, 5,3,1. The Simple Columnar Transposition Technique is
also used multiple rounds to provide a tight security. Produced
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cipher text by using Simple Columnar Transposition
Technique with multiple rounds is much more complex to
crack as compare to the basic technique.

1. Plain text H E L L (o]

7 4 11 11 14
+
2. One-timep pad 13 2 1 19 25
N B T

3. Intial total 20 6 12 30 39

4. Subtract 26, 1f>25 20 6 12 4 13

5. Cipher Text U G M E N

Fig.7. Simple Columnar Transposition Technique
C. VERNAM CIPHER (ONE-TIME PAD)

The Vernam Cipher also called one-time pad and is
also implemented using a random set of non repeating
characters as the input cipher text. The Vernam Cipher is used
for one-time pad which is discarded after a single use, and
therefore suitable only for short messages. Example of
Vernam Cipher is given in fig. 8. The plain text is HELLO is
converted into UGMEN cipher text by applying vernam
NCBTZ. The Vernam Cipher was first implemented at AT&T
with the help of the a device called Vernam machine.

Columnl | Column2 | Column3 | Column4 | Column$
C [¢] M E H
o M E T o
M o R R ()
w
1. Plain text H E L L (o]
7 4 11 11 14
+
2. One-timep pad 13 2 1 19 25
N C B T
3. Tntial total 20 6 1230 39
4. Subtract 26 ,if >25 20 6 12 4 13
5.Cipher Text U G M E N

Fig.8. The Vernam Cipher (One-Time Pad)
VIl. THE PROPOSED WORK

The proposed scheme has first to process the Simple
Columnar Transposition Technique with Multiple Rounds
(SCTTMR). The plain text message is initially converted into
the cipher text by using Simple Columnar Transposition
Technique .The various rounds of SCTTMR may depend upon
the security to provide the message. If the more security is
needed then added more rounds of the SCTTMR scheme and
if the normal security then uses minimum 1 or 2 rounds. The
input to the SCTTMR is a plain text message and the output is
ciphered text message. To apply this scheme we required the
matrix or table to perform the encryption process and column
number which provide the security key. The output from
SCTTMR is then change into a bit form because the DES
algorithm applies its process on bit level as usual. Then the
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DES has applied its work same as original DES. The
Enhanced DES algorithm encryption scheme is given in fig.
9.The Enhanced DES algorithm decryption scheme is shown

in fig. 10.

Simple Columnar Transposition
Technique with Multiple Rounds
to Encrypt

¥

| Cipher Text to input DES(64-bats) |

1l

Initial Permutation (IP)
1l 1l
LPT RPT

1l 1l

Key :ﬂ 16 Rounds | 16 Rounds |<::|
1l 1l

| Final Permutation (FP) |

Fig.9. Encryption with Enhanced DES

| Final Permutation (FP) |
{1 Il
LPT RPT

1l 1l
Key I:(>| 16 Rounds | 16 Rounds |(',:I Key

1l 1l

Initial Permutation (IP) |

v

| Cipher Text Output from DES (64-bits)

1l

Simple Columnar Transposition
Technique with Multiple Rounds
to deerypt

Fig.10. Decryption with Enhanced DES

VIIl. THE RESULT AND DISCUSSION

To test the Enhanced DES algorithm, we have to take
the input plain text “HOW ARE YOU” and then apply the
Enhanced DES algorithm. The Simple Columnar
Transposition technique is implemented first, to encrypt the
plain text which is shown in fig.11.

Column 1 Column 2 Column 3
H 0 W
A R E
Y 0 U

Fig.11. Simple Columnar Transposition Technique 1%
round to encrypt
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Colmnn 1 Column 2 Column 3
O K Q
W E 1J
H A Y

Fig.12. Simple Columnar Transposition‘Technique
2nd round to encrypt

The random column number is 2, 3, 1 is taken in the
1st round and the outcome of the 1st round is ciphered text
“OROWEUHAY™. Now apply the round 2nd which have been
taken the output of 1st round as an input and used the same
random number to produce the cipher text which is as
“REAOUYOWH”. The input text for DES is
“REAOUYOWH?” and produced the final cipher text in

Hexadecimal (D7926 AE97F7889099767729885C
E54BC),using the key in Hexadecimal (133457799
BBCDFF).The process is given in Fig. 13.
REAOUYOWH
l Hexadecimal
Key
DES P— jlitﬁS??QQBBC

Y
DT926AEQTETR39099767729885CES4BC

| | Hexadecimal

Fig.13. Encryption with Enhance DES

Now the opposite to the encryption process, we have
applied the decryption process. We take the output cipher text
from DES (D7926AE97F788909976772 9885CE54BC), key
(133457799BBCD FF) and apply the decryption process as
normally using DES. The complete process of decryption is
given in fig.14.

The decrypted output of the DES algorithm is taken
and the Simple Columnar Transposition Decryption
Technique is applied to get the plain text .The complete
decryption is given in fig.15 and fig.16.

Column 1 Column 2 Column 3
0 R 0
W E U
H A Y

Fig.15. Simple Columnar Transposition Technique 2™
round to decrypt

Column 1 Column 2 Column 3
IT 0 W
A R E
Y 0 15

Fig.16. Simple Columnar Transposition Technique 2™
round to decrypt
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The final outcome from the Simple Columnar
Transposition Technique is the plain text HOW ARE YOU.

IX. PROPERTIES OF THE ENHANCED DES

The Enhanced DES has the following benefits over simple
DES:

a. The security of the algorithm is improved. The Simple
Columnar Transposition Technique with multiple rounds
is used before DES and the round can be increased and
decreased according to need.

b. The Brute Force attack is weak against the Enhanced DES
because the intruder required breaking the DES and
Simple Columnar attain both. He required more time to
hack the algorithm.

c. If the intruder is success to hack the key of DES in any
way then he required the random number of the columnar
approach to reach the plain text.

The Enhanced DES has the following drawback over simple

DES:

a. The main disadvantage of using this approach is the extra
computation is required to perform the operation. But this
is not so crucial because our main aim is to provide
tighter security.

b. The second disadvantage is to generate the random
number of columns and to send it to the network. This is
also easy at today’s time because the speed of machines is
very high.

X. CONCLUSIONS

In today's time, the security is playing a very
important and powerful role in the field of networking,
Internet and various communication system .The electronic
communication system is used in banking, reservation system
and marketing which required a very tight security system.
The original DES implementation has some weaknesses, to
overcome the most of weakness the Enhanced DES algorithm
is developed. The Designed system improved the security
power of original DES. The only disadvantage of Enhanced
DES is extra computation is needed but the today’s computer
have parallel and high speed computation power so the
drawback of the Enhanced DES algorithm is neglected
because our main aim is to enhance the protection of a system.
By using the Enhanced DES algorithm the security is very
tight and approximately impossible to crack and break the
Enhanced DES algorithm.
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