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Abstract- In this paper, we propose a class of RF algorithms
inspired by quantum detection to re-weight the query terms
and to re-rank the document retrieved by an IR system. These
algorithms project the query vector on a subspace spanned by
the eigenvector which maximizes the distance between the
distribution of quantum probability of relevance and the
distribution of quantum probability of non-relevance. The
experiments showed that the RF algorithms inspired by
quantum detection can outperform the state-of-the-art
algorithms. We present the Spatial-Temporal provenance
Assurance with Mutual Proofs (STAMP) scheme. STAMP is
designed for ad-hoc mobile users generating location proofs
for each other in a distributed setting. However, it can easily
accommodate trusted mobile users and wireless access points.
STAMP ensures the integrity and non-transferability of the
location proofs and protects users' privacy. A semi-trusted
Certification Authority is used to distribute cryptographic keys
as well as guard users against collusion by a light-weight
entropy-based trust evaluation approach. Our prototype
implementation on the Android platform shows that STAMP is
low-cost in terms of computational and storage resources.
Extensive simulation experiments show that our entropy-based
trust model is able to achieve high collusion detection
accuracy.

I. INTRODUCTION

IR is concerned with indexing and retrieving
documents including information relevant to a user’s
information need. Although the end user can express his
information need using a variety of means, queries written in
natural language are the most common means. However, a
query can be very problematic because of the richness of
natural language. Indeed, a query is usually ambiguous; a
query may express two or more distinct information needs or
one information need may be expressed by two or more
distinct queries. Consider topic 329 which is provided with the
Text Retrieval Conference (TREC) test collectionl from
which the query Mexico City has the worst air pollution in the
world. Pertinent documents would contain the specific steps
Mexican authorities have taken to combat this deplorable
situation. is submitted to an IR system based on the Vector
Space Model (VSM). This system would return both relevant
documents and irrelevant documents as shown in Fig.
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la.Although the number of relevant documents in the top ten
document list is quite high, there are some irrelevant
documents— for example, LA062790-0048 is irrelevant
because itis about a very specific case of river pollution at the
Mexican border — and the Mean Average Precision (MAP) is
onlyl15.2 percent. An IR system addresses the problems
caused by query ambiguity by gathering additional evidence
that can bused to automatically modify the query [3]. Usually
a query is expanded because the queries are short and it cannot
exhaustively describe every aspect of the user’s information
need; however, some irrelevant documents may be retrieved or
relevant documents may also be missed when a query is not
short as shown in the previous example. RF can be positive,
negative or both. Positive RF only brings relevant documents
into play and negative RF makes only use of irrelevant
documents; any effective RF algorithms include a “positive”
component. Although positive feedback is a well established
technique by now, negative feedback is still problematic and
requires further investigation, yet some proposals have already
been made such as grouping irrelevant documents before
using them for reducing the query [38].As Location-Enabled
mobile devices proliferate, location-based services are rapidly
becoming immensely popular. Most of the current location-
based services for mobile devices are based on users' current
location. Users discover their locations and share them with a
server. In turn, the server performs computation based on the
location information and returns data/services to the users. In
addition to users' current locations, there is an increased trend
and incentive to prove/validate mobile users' past geographical
locations. This opens wide variety of new location-proof based
mobile applications. Saroiu et al. described several such
potential applications in [1].Let us consider three examples:
(1) A store wants to offer discounts to frequent customers.
Customers must be able to show evidence of their repeated
visits in the past to the store. (2) Accompany which promotes
green commuting and wellness may reward their employees
who walk or bike to work. The company may encourage daily
walking goals of some fixed number of miles. Employees
need to prove their past commuting paths to the company
along with time history. This helps the company in reducing
the healthcare insurance rates and move towards sustainable
lifestyle. (3) On the battlefield, when a scout group is sent out
to execute a mission, the commanding center may want every
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soldier to keep a copy of their location traces for investigation
purpose after the mission.

11. BACKGROUND

In this section, we illustrate the main technical
background of the framework proposed in this paper

2.1 Vector Space Model

The VSM for IR represents both documents and
queries as vectors of the k-dimensional real space Rk [34].
This vector space is defined by k basis vectors corresponding
to the terms extracted from a document collection; for
example, if the document collection stores three documents
“orange juice”, “apple juice” and “apple”, the vector space is
defined by three canonical basis vectors corresponding to
“apple”, “juice” and “orange”, and the three documents are
represented, respectively, by the following vectors. Each
document vector results from the weighted linear combination
of the basis vectors which represents the terms extracted from
the document collection. In the example above, the weights
are binary, that is,1 if the term occurs in a document, O
otherwise. Other weighting schemes that assign vector
coordinates are reported for example in [32] and [34]. The
state-of-the-artist given by the pivoted normalization [36].

2.2 Relevance Feedback

The RF algorithm is also known as Rocchio’s
algorithm [25]and it is designed to compute the new query
vector using alinear combination of the original vectors, the
relevant document vectors and the non-relevant document
vectors, where the labels of relevance are collected in a
training set. Suppose v is the query vector, x1; ... ;xR are R
relevant document vectors in Rk, and xRp1; ... ; xN are N _
R no relevant document vectors in Rk. The RF computes the
following new query victory _ ¥ yz}{ original query
ypz}{positive RF_ y z}{ negative RFmodified query;
(3)whereby Y1RXRi%lxi (4)involves relevant document
vectors and y_ %PNi%Rpl xi=dN _ Rfnvolves non-relevant
document vectors.

I11. RELATED WORK

The notion of unforgivable location proofs was
discussed by Waters et al. [10]. They proposed a secure
scheme which advice can use to get a location proof from a
location manager. However, it requires users to know the
verifiers as a prior.Saroiu et al. [1] proposed a secure location
proof mechanism, where users and wireless APs exchange
their signed public keys to create time stamped location
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proofs. These schemes are susceptible to collusion attacks
where users and wireless APs may collude to create fake
proofs. VeriPlace [2] is a location proof architecture which is
designed with privacy protection and collusion resilience.
However, it requires three different trusted entities to provide
security and privacy protection: a TTPL (Trusted Third Party
for managing Location in formation), a TTPU (Trusted Third
Party for managing User information) and a CDA (Cheating
Detection Authority). Each trusted entity knows either a user's
identity or his/her location, but not both. VeriPlace's collusion
detection works only if users request their location proofs very
frequently so that the long distance between two location
proofs that are chronologically close can be considered as
anomalies. This is not a realistic assumption because users
should have the control over the frequency of their requests.
Hasan et al. [5] proposed a scheme which relies on both
location proofs from wireless APs and witness endorsements
from Bluetooth-enabled maobile peers, so that no users can
forge Proofs without colluding with both wireless APs and
other mabile peers at the same time. It eliminates the necessity
of multiple trusted parties. Two privacy preserving schemes
based on hash chains and Bloom filters respectively are
described for protecting the integrity of the chronological
order of location proofs. All the above systems are centralized,
that is, they all require central infrastructures (wireless APs) to
act as the location authorities and generate location proofs.
However, we want to design framework that can also work for
distributed scenario where users are far from any trusted
Aping Davis et al.'s alibi system [6], their private corroborator
scheme relies on mobile users within proximity to create
alibi's(i.e., location proofs) for each other. The security and
privacy of the system is achieved based on a cryptographic
commitment scheme. However, they do not deal with any
collusion attacks

1) Location Granularity Levels: We assume there are
granularity levels for each location, which can be denoted by ,
where represents the finest location granularity (e.g., an exact
Geo coordinate), and represents the most coarse location
granularity (e.g., a city). Hereafter, we refer to location
granularity level as location level for short. When a location
level is known, we assume it is easy to obtain a corresponding
higher location level where .The semantic representation of
location levels is assumed to be standardized throughout the
system.

2) Cryptographic Building Blocks: STAMP uses the concept
of commitments to ensure the privacy of proves. A
commitment scheme allows one to commit to a message while
keeping it hidden to others, with the ability to reveal the
committed value later. The original message cannot be
changed after it is committed to. A commitment to a message
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can be denoted as where is a nonce used to randomize the
commitment so that the receiver cannot reconstruct , and the
commitment can later be verified when the sender reveals both
and .A number of commitment schemes [14]-[16] have been
proposed and commonly used. Our system does not require a
specific commitment scheme. Any scheme which is perfect
binding and computational hiding can be used. In our
implementation, we used [14], which is based on one-way
hashing.

A. Protocol

1) Overview: Our protocol consists of two primary phases:
STP proof generation and STP claim and verification.

Fig. 2 gives an overview of the two phases and the major
communication steps involved. When a prove collects STP
proofs from his/her co-located mobile devices, we say an STP
proof collection event istartby the prove. An STP proof
generation phase is the process of the prover getting an STP
proof from one witness. Therefore, an STP proof collection
event may consist of multiple STP proof generations. The
prover finally stores the STP proofs he/she collected in the
mobile device. When a prover encounters a verifier (the
frequency of such encounters is specific to the application
scenarios) and he/she intends to make a claim about his/her
past STP to the verifier, the STP claim and verification phase
takes place between the prove and the verifier. A part of the
verification job has to be done by CA. Therefore,
communication between the verifier and Cheapens in the
middle of the STP claim and verification phase.

IV. PROPOSED SYSTEM

We propose a class of RF algorithms inspired by
quantum detection to re-weight the query terms and to re-rank
the document retrieved by an IR system. These algorithms
project the query vector on a subspace spanned by the
eigenvector which maximizes the distance between the
distribution of quantum probability of relevance and the
distribution of quantum probability of non-relevance In this
paper, we define the past locations of a mobile user at a
sequence of time points as the spatial-temporal provenance
(STP) of the user, and a digital proof of user's presence at a
location at a particular time as an STP proof. In this paper, we
propose an STP proof scheme named Spatial-Temporal
provenance Assurance with Mutual Proofs (STAMP). STAMP
aims at ensuring the integrity and non-transferability of the
STP proofs, with the capability of protecting users' privacy.
We propose an entropy-based trust model to detect the
collusion scenario. A distributed STP proof generation and
verification protocol (STAMP) is introduced to achieve
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integrity and non-transferability of STP proofs. No additional
trusted third parties are required except for a semi-trusted
CA.STAMP is designed to maximize users' anonymity and
location privacy. Users are given the control over the location
granularity of their STP proofs. STAMP is collusion-resistant.
The Bussard-Bagga distance bounding protocol is integrated
into STAMP to prevent a user from collecting proofs on
behalf of another user. An entropy-based trust model is
proposed to detect users mutually generating fake proofs for
each other. STAMP uses a entropy-based trust model to guard
users from prove-witness collusion. This model also
encourages witnesses against selfish behavior.

V. CONCLUSION

In this paper we have presented STAMP, which aims
at providing security and privacy assurance to mobile users'
proofs for their past location visits. STAMP relies on mobile
devices in vicinity to mutually generate location proofs or uses
wirelesses to generate location proofs. Integrity and non-
transferability of location proofs and location privacy of users
are the main design goals of STAMP. In this paper, a class of
RF algorithms inspired by quantum detection has been
proposed to re-weight query terms by projecting the query
vector on the subspace represented byte eigenvector which is
the optimal solution to the problem of finding the maximal
distance between two quantum probability distributions. RF is
then viewed as a signal detection technique — relevance is the
document state to be detected and the queries are the detectors.
First, the documents retrieved by an IR system to answer the
original query are used to extract a feature matrix. Second,
some relevance assessments are obtained according to whether
RF is explicit or pseudo. The quantum probability
distributions can be estimated and the optimal solution of a
distance between two quantum probability distributions cane
calculated. The eigenvector that results from this optimization
problem can be utilized to project the query vector. Third, the
retrieved documents can be re-ranked to answer the modified

query.
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