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Abstract- This project titled “Geo-Temporal Encrypted File 

Vault with Secure Access Control and Self-Destruction”, 

Ensures the increasing demand for highly secure and 

controlled file transactions, this system introduces an 

advanced Geo-Temporal Encrypted File Vault, integrating 

geofencing, time based access control, Elliptic Curve 

Cryptography (ECC), and automated self- destruction 

mechanisms. The system ensures that files can only be 

accessed within a specific geographic location and time 

window, preventing unauthorized access. The encryption 

process leverages ECC-based public-key cryptography to 

ensure lightweight yet robust security. Multi-factor 

authentication (MFA) using passcodes or OTP verification 

enhances access control. Upon successful authentication, 

access details such as geolocation, timestamps, and user 

credentials are logged and securely sent to the file owner for 

auditing. 

 

To maintain data confidentiality and prevent residual 

exposure, files are automatically deleted after access. This 

system is ideal for secure document handling in corporate, 

legal, and classified environments, ensuring zero unauthorized 

access, strong data encryption, and automatic risk mitigation 

through self-destruction mechanisms. The development of this 

project leverages HTML and Bootstrap (CSS) for the front-

end, ensuring a visually appealing and responsive design. On 

the backend, Java and MySQL have been employed to 

establish a robust foundation for data management and system 

functionality. 

 

This project titled “Geo-Temporal Encrypted File 

Vault with Secure Access Control and Self- Destruction”, 

Ensures the increasing demand for highly secure and 

controlled file transactions, this system introduces an 

advanced Geo-Temporal Encrypted File Vault, integrating 

geofencing, time based access control, Elliptic Curve 

Cryptography (ECC), and automated self- destruction 

mechanisms. The system ensures that files can only be 

accessed within a specific geographic location and time 

window, preventing unauthorized access. The encryption 

process leverages ECC-based public-key cryptography to 

ensure lightweight yet robust security. 

 

Multi-factor authentication (MFA) using passcodes 

or OTP verification enhances access control. Upon successful 

authentication, access details such as geolocation, 

timestamps, and user credentials are logged and securely sent 

to the file owner for auditing. To maintain data confidentiality 

and prevent residual exposure, files are automatically deleted 

after access. This system is ideal for secure document 

handling in corporate, legal, and classified environments, 

ensuring zero unauthorized  access,  strong  data  encryption,  

and automatic risk mitigation through self-destruction 

mechanisms. The development of this project leverages HTML 

and Bootstrap (CSS) for the front-end, ensuring a visually 

appealing and responsive design. On the backend, Java and 

MySQL have been employed to establish a robust foundation 

for data management and system functionality. 

 

The system’s architecture emphasizes both security 

and usability, providing a seamless user experience without 

compromising on protection. By combining a responsive front-

end built with HTML and Bootstrap with a robust Java-

MySQL backend, the platform ensures efficient file processing, 

secure data handling, and real-time user interaction. The 

audit trail generated during each access attempt not only 

supports accountability but also enables proactive threat 

detection and response. This holistic approach makes the 

solution adaptable for integration into existing enterprise 

systems, offering a reliable method for organizations to 

enforce strict data governance policies. 

 

I. INTRODUCTION 

 

In today’s digital landscape, the protection of 

sensitive and confidential data has become a critical concern 

across industries such as defense, healthcare, legal, and 

corporate sectors. Traditional encryption methods and access 

control systems, while effective to some extent, are often 

insufficient in preventing unauthorized access in scenarios 

involving physical displacement, delayed access, or insider 
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threats. To address these growing challenges, this project 

introduces an innovative solution: a Geo-Temporal Encrypted 

File Vault that combines location-based access control, time-

bound constraints, advanced cryptography, and self-

destruction capabilities. 

 

The system ensures that files are only accessible 

within a defined geographical location and time window, 

enforced through device GPS or IP-based geolocation and 

system time verification. This geo-temporal enforcement 

prevents unauthorized access outside the permitted region or 

timeframe, even if credentials are compromised. To secure file 

contents, the system employs Elliptic Curve Cryptography 

(ECC) — a lightweight public-key encryption method known 

for its strong security with shorter key lengths, making it ideal 

for resource-limited environments. 

 

Security is further strengthened through Multi- Factor 

Authentication (MFA) mechanisms, including passcodes and 

one-time passwords (OTP), ensuring that only verified users 

can initiate access attempts. Once authenticated, each access 

session is logged with metadata such as timestamp, 

geolocation, and user ID, which is securely shared with the 

file owner for audit and traceability. Additionally, a self-

destruction mechanism ensures automatic and irreversible 

deletion of the file after access or upon detection of 

unauthorized actions, eliminating risks of residual data 

exposure. 

 

The system is built using HTML and Bootstrap for a 

responsive and user-friendly front-end interface, while Java 

and MySQL form the foundation of the back- end logic and 

database management. By combining modern security 

protocols with practical access constraints, the proposed vault 

system represents a comprehensive and proactive approach to 

secure file sharing and storage in high-risk environments. 

 

In today’s digital world, data security has become 

one of the most important concerns, especially when it comes 

to storing and sharing confidential files. With the increase in 

cyber threats, hacking attempts, and unauthorised access, there 

is a strong need for systems that can provide safe and 

controlled access to sensitive information. This project, titled 

“Geo-Temporal Encrypted File Vault with Secure Access 

Control and Self-Destruction,” is designed to solve these 

problems by using a smart combination of encryption, location 

and time-based access, and automatic file deletion after 

access. 

 

 
System Architecture 

 

The main idea of this system is to allow users to 

upload and share files that can be accessed only within a 

specific geographic area and during a specific time period. 

The system uses Elliptic Curve Cryptography (ECC) to protect 

the files, and Multi-Factor Authentication (MFA) to make sure 

only authorised users get access. Once the file is accessed, it 

gets automatically deleted to prevent any further use or 

misuse. 

 

II. PROPOSED SYSTEM 

 

The proposed system introduces a robust and 

intelligent approach to secure file storage by combining geo-

fencing, time-based access, advanced encryption techniques, 

multi-factor authentication, and a self- destruction mechanism. 

Unlike traditional file vaults, this system enforces spatial and 

temporal access constraints, allowing users to define the exact 

location and time window in which a file can be accessed. 

This significantly reduces the risk of unauthorized access even 

in cases where credentials are compromised, as access 

attempts outside the defined conditions are denied or trigger 

automatic deletion of the file. 

 

To ensure strong encryption, the system utilizes 

Elliptic Curve Cryptography (ECC) for public-key encryption. 

ECC is chosen over conventional algorithms like RSA due to 

its lightweight computational footprint and enhanced security 

at lower key sizes, making it ideal for deployment in mobile 

and cloud-based environments. Each file uploaded to the vault 

is encrypted using ECC before being stored, and the 

decryption 
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Use case diagram 

 

keys are securely managed to ensure that even if storage is 

breached, the contents remain inaccessible without proper 

authorization. 

 

For user authentication, the system incorporates 

Multi-Factor Authentication (MFA), requiring a combination 

of a password and a dynamically generated One-Time 

Password (OTP) sent via email or SMS. This prevents 

unauthorized users from gaining access through password-

based attacks alone. Upon successful authentication, the 

system validates the user’s current geolocation (via GPS or IP 

address) and system time against the predefined access 

conditions set by the file owner. If the conditions are met, 

access is granted; otherwise, access is blocked and logged. 

  

To enhance accountability and monitoring, the 

system logs critical access details such as timestamp, IP 

address, GPS coordinates, and user identity. These logs are 

then securely transmitted to the file owner for auditing. This 

not only helps in tracking legitimate usage but also allows 

administrators to detect anomalies or unauthorized access 

attempts in real-time. In case of any suspicious activity, the 

system is designed to notify the owner immediately and 

initiate preconfigured defensive actions. 

 

A standout feature of the proposed system is the self- 

destruction mechanism. 

 

Files are automatically and permanently deleted after 

a successful access or upon the detection of policy violations, 

such as multiple failed login attempts or access outside 

authorized parameters. This eliminates the risk of residual data 

exposure and ensures that sensitive files are never left 

vulnerable post-access. This holistic design makes the system 

highly suitable for secure data handling in industries where 

confidentiality, accountability, and limited-time access are 

mission-critical. 

 

 

FIG 1: Architecture diagram 

 

Fig 1 This layered architecture diagram represents the 

functional flow of a secure geo-temporal file vault system, 

structured into four main layers: User Layer, Application 

Layer, Service Layer, and Storage Layer. 

 

At the top of the architecture, the User Layer 

comprises the end user who interacts with the system. The 

user initiates request such as uploading, accessing, or deleting 

files through the interface provided by the Application Layer. 

This layer handles the encryption and decryption of files based 

on access policies and serves as the central control hub for 

user operations. 

 

The Service Layer plays a crucial role in enforcing 

access control. It includes two main components: one 

responsible for Credential Validation and Multi-Factor 

Authentication (MFA), and another for capturing and sending 

geolocation and time-based data. These services ensure that 

file access requests are authenticated and authorized based on 

the user's identity, location, and time constraints.The Storage 

Layer contains components that manage the actual file 

operations, such as decryption and deletion. Files are only 

decrypted or deleted once proper validation is received from 

both the Application and Service Layers. 

 

The diagram illustrates the flow of data and control 

through various layers, starting from user interaction, flowing 

through authentication and access validation services, and 

ultimately reaching the secure storage system. This 

architecture ensures a highly secure, context-aware, and user-

validated access control model, emphasizing data 

confidentiality, integrity, and traceability. The architecture 

diagram of the Geo- Temporal Encrypted File Vault illustrates 

the interaction between users, the web interface, backend 

server, and the database. 

 

III. CONCLUSION AND FUTURE ENHANCEMENT 

 

The Geo-Temporal Encrypted File Vault with Secure 

Access Control and Self-Destruction provides a 

comprehensive and intelligent solution to the growing need for 

secure, context-aware data access. By integrating geofencing 

and time-based restrictions with strong cryptographic 

techniques such as Elliptic Curve Cryptography (ECC), the 

system ensures that sensitive files are accessible only under 

strictly defined conditions. Multi-factor authentication (MFA) 

and access logging further strengthen the system by adding 

layers of user verification and auditability. 
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The implementation of a self-destruction mechanism sets this 

system apart from traditional vaults, automatically deleting 

files after access or upon policy violations to prevent 

unauthorized use and data leakage. This makes the system 

ideal for high-security environments where data 

confidentiality, limited-time availability, and traceability are 

critical. The combination of a responsive front-end (HTML & 

Bootstrap) and a robust backend (Java & MySQL) ensures 

both usability 

  

FIG 2: Use case diagram 

 

Fig 2 The use case diagram in Figure 4.2 illustrates 

the core interactions between the user and the geo-temporal 

file vault system. It highlights five primary actions the user 

can perform: Login, Multi-Factor Authentication, Access File, 

Verify Location and Time, and Self-Destruct. This diagram 

effectively represents the functional requirements from the 

user's perspective, showing what tasks the user is expected to 

initiate and what validations or responses the system must 

execute in return. 

 

The first step in the use case flow begins with the 

Login action. Once the user attempts to access the system, 

their credentials are validated. Following this, the system 

enforces Multi-Factor Authentication (MFA) to enhance 

security. MFA typically involves verifying a secondary factor, 

such as a One-Time Password (OTP) sent to the user's 

registered email or mobile number. This step ensures that even 

if basic login credentials are compromised, unauthorized 

access can still be prevented. 

 

After successful authentication, users are allowed to 

initiate the Access File use case. This action involves 

requesting access to encrypted data stored within the system. 

Before granting access, the system evaluates several access 

control policies, including user roles, access time, and location 

constraints. Only users meeting all required security 

conditions are permitted to download, view, or decrypt the 

file. This tightly controlled access ensures that sensitive data 

remains protected from unauthorized usage. 

 

One of the system’s key innovations is the Verify 

Location and Time use case. When users request to access a 

file, the system simultaneously checks their current 

geolocation and whether the request occurs within the allowed 

time window. This adds an additional contextual security 

layer, preventing access outside authorized geographic zones 

or time frames. It aligns with the platform’s objective to 

enhance file security using geo-temporal policies. 

 

Another promising enhancement is the use of 

blockchain technology for immutable logging, ensuring that 

access logs cannot be altered or deleted, thereby strengthening 

auditability. Additionally, the system can be expanded to 

support cloud-based storage with encrypted synchronization 

across devices, allowing secure access on multiple platforms 

while maintaining geo-temporal restrictions. Implementing 

AI-based anomaly detection can also enhance system 

intelligence by identifying suspicious access patterns in real 

time. 

 

Lastly, a mobile application version could be 

developed to enable secure, on-the-go access with GPS 

integration and push-based MFA. 

 

These enhancements would elevate the system from a 

secure file vault to a dynamic, scalable, and intelligent data 

protection platform suitable for evolving cybersecurity 

demands. The successful implementation of this system 

demonstrates the effectiveness of combining contextual access 

control with advanced encryption in modern cybersecurity 

solutions. 

  

Traditional access control models focus solely on 

identity verification, whereas this project introduces the 

critical dimension of where and when data can be accessed. 

By enforcing geo-temporal policies, the vault system mitigates 

risks associated with stolen credentials, remote attacks, and 

insider threats—ensuring that even authorized users cannot 

access files outside of designated conditions. 

 

Moreover, the system emphasizes user accountability 

and transparency through real-time access logging and secure 

notification mechanisms. These features are vital in 

environments where regulatory compliance, data ownership, 

and traceability are non- negotiable, such as legal firms, 

military departments, and healthcare institutions. The 

inclusion of the self- destruction mechanism further enhances 

security by ensuring that data does not persist longer than 

intended, eliminating the threat of residual exposure. 

 

Looking ahead, as data threats continue to evolve, 

this project serves as a foundation for building more adaptive, 

intelligent, and policy-driven security solutions. With the 

growing adoption of edge computing, IoT, and hybrid work 

environments, there is a strong need for security systems that 

not only encrypt data but also understand the context in which 

it is accessed. The Geo- Temporal File Vault paves the way 

for such systems, and its future iterations can embrace more 

dynamic controls, AI-based threat prediction, and cross-

platform operability to serve both individuals and 

organizations in an increasingly connected world. 
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