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Abstract- Ensuring secure, transparent, and tamper-proof 

elections is critical in modern democracies. This paper 

proposes a novel e-voting system that combines blockchain 

technology and face recognition-based biometric 

authentication to build a robust and trustworthy voting 

platform. Blockchain ensures vote immutability and 

transparency, while facial recognition guarantees one-person-

one-vote through real-time verification. The system is 

implemented using Python Flask, integrating face_recognition 

for biometric checks and blockchain ledger for secure vote 

recording. This architecture enhances voter trust, mitigates 

fraud, and supports digital transformation in electoral 

processes. 
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I. INTRODUCTION 

 

 In democratic governance, ensuring the integrity, 

security, and transparency of the electoral process is crucial 

for upholding public trust and political stability. Elections are 

the cornerstone of democracy, enabling citizens to choose 

their representatives and influence policymaking. However, 

traditional voting systems, whether paper-based or electronic, 

often fall short in addressing modern-day challenges. These 

include voter impersonation, ballot tampering, duplicate 

voting, and lack of transparency, all of which undermine the 

credibility of election outcomes. 

 

Conventional e-voting systems typically rely on centralized 

infrastructures, which are vulnerable to hacking, data 

breaches, and internal manipulation. Moreover, the absence of 

robust voter authentication mechanisms makes them 

susceptible to fraudulent access. Manual verification of voter 

identities is time-consuming and error-prone, often resulting in 

delays, misidentification, and administrative burdens. This 

study proposes a hybrid e-voting framework that integrates 

facial recognition for biometric verification and blockchain for 

secure vote storage. The system leverages Python’s face 

recognition library for high-precision identity checks and 

utilizes blockchain (e.g., Ethereum or Hyperledger) to 

maintain a secure, decentralized record of votes. A web-based 

interface developed using Python Flask facilitates interaction 

between voters and election authorities. By combining these 

technologies, the system provides a tamper-resistant, user-

friendly, and verifiable voting platform that can be deployed 

across various levels of elections from student councils to 

national democratic elections. The solution not only addresses 

critical issues like fraud and double voting but also builds 

public confidence in the digital electoral process, thereby 

paving the way for the next generation of secure and scalable 

e-governance systems. 

 

II. LITERATURE SURVEY 

 

The literature survey serves as a critical foundation for any 

research paper. It helps identify existing solutions, their 

limitations, and the research gaps your project aims to fill. In 

the context of blockchain-based e-voting systems combined 

with biometric authentication (like face recognition), several 

research efforts have already been made globally. 

 

[1] Jayaram Miryabbelli, Varanasi Venkata, Akshay B 

(2024)Facial Recognition Enabled Digital Voting Platform 

Using Blockchain Published in: Industrial Engineering 

Journal, Volume 53, Issue 5, May 2024 

ISSN: 0970-2555. This paper presents a digital voting 

platform that integrates facial recognition for voter verification 

and blockchain to ensure vote immutability and transparency. 

Developed by undergraduate students, the system utilizes real-

time face matching to allow voters to cast a single, secure 

vote. Blockchain serves as a decentralized backend, storing 

votes in an immutable ledger, thereby eliminating the risks of 

data manipulation or multiple voting. The authors demonstrate 

how this integration increases voter trust and reduces 

administrative overhead. The paper is significant for 

showcasing a practical implementation of secure e-voting 

using readily  available tools like Python and Ethereum smart 

contracts. 
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[2] Dhanashree Bagal et al. (2024) E-Voting System Using 

Blockchain and Face Recognition IRJET, Volume 11, Issue 

11, November 2024 2395-0056. This research introduces a 

complete e-voting system that incorporates face recognition 

for authentication and blockchain for storing votes securely. 

The system's architecture supports real-time voting with 

automatic validation, ensuring only verified users are allowed 

to vote. The backend uses blockchain to eliminate vote 

tampering, while facial recognition via OpenCV verifies voter 

identity before ballot access. The authors highlight the 

system’s real-world feasibility, especially in Indian electoral 

contexts. Their project reinforces the need for decentralized 

and biometric-driven solutions to mitigate fraud in democratic 

processes. 

 

[3] Arnab Mukherjee et al. (2023) A Privacy-Preserving 

Blockchain-based E-voting System Preprint (July 2023). This 

paper focuses on maintaining voter anonymity while ensuring 

the verifiability and integrity of elections through blockchain. 

The authors propose a framework using zero-knowledge 

proofs and homomorphic encryption, allowing vote validation 

without revealing the identity of the voter. Unlike traditional 

blockchain voting systems, this one emphasizes cryptographic 

privacy mechanisms and data confidentiality. The solution is 

particularly important for preserving privacy in large-scale 

elections while maintaining security. The authors demonstrate 

its viability through simulations and discuss implementation 

challenges like computational cost and user experience. 

 

[4] Mahima Churi et al. (2023) Blockchain-Based Voting 

System Intelligent Computing and Networking This study 

proposes a decentralized e-voting platform based on 

blockchain, aimed at preventing vote rigging and ensuring 

transparency. The authors designed a system where voters 

register digitally and receive unique tokens for voting. Their 

blockchain framework ensures that once a vote is cast, it 

cannot be changed or deleted. While the system lacks 

biometric authentication, it focuses heavily on 

decentralization, smart contract automation, and voter 

eligibility validation. Their model is noted for its resilience to 

network failure and data corruption, making it suitable for 

enterprise-level or political elections. 

 

[5] N. Prathyusha et al. (2023) Blockchain-Based E-Voting 

System with Facial Recognition 

Published in: IEEE ICICT 2023 

DOI: 10.1109/ICICT57646.2023.10134227 This paper 

proposes a dual-authentication system where face recognition 

is used to validate voter identity and blockchain is used for 

secure vote recording. The project integrates OpenCV for live 

facial recognition and blockchain APIs for maintaining the 

immutability of vote data. Their experimental results show a 

face matching accuracy of over 93%, and the system blocks 

any attempt at re-voting. The paper offers a solid 

implementation of blockchain and AI integration, with a focus 

on scalability, user interface design, and system robustness 

under load the applicability of SVMs in financial classification 

problems.  

 

[6] Sharma, T. K., & Bhushan, B. (2020) Blockchain for 

Voter Identity Verification and Secure Election Process 

Published in: International Journal of Computer Applications, 

Volume 176, Issue 24. One of the earliest works in this area, 

this paper outlines the role of blockchain in voter identity 

verification and digital ballot security. The authors discuss the 

use of public key infrastructure (PKI) and smart contracts to 

authenticate voters and track vote integrity. Their system 

avoids centralized voter databases, mitigating insider threats 

and single points of failure. Though it doesn’t implement 

facial recognition, it lays the groundwork for decentralized 

identity and verifiable elections, providing valuable insights 

into blockchain’s role in electoral modernization. 

 

III. EXISTING SYSTEM 

 

The current electronic voting systems in practice, particularly 

in many developing democracies, face multiple challenges that 

compromise the integrity and transparency of elections. Most 

existing systems rely on centralized databases and 

conventional user authentication methods, such as passwords 

or ID cards, which are prone to misuse, hacking, and insider 

manipulation. Biometric authentication, when used, is 

typically limited to fingerprint or iris scans and lacks real-time 

validation. Furthermore, once the vote is cast, it is stored in a 

central server that is susceptible to tampering, deletion, or 

manipulation by authorized or unauthorized users. There is 

limited traceability, meaning voters cannot independently 

verify whether their vote was accurately counted or stored 

securely. Additionally, these systems do not provide adequate 

resistance to double voting or impersonation, especially in 

remote voting scenarios. Administrative errors, voter roll 

duplication, and lack of transparency in result computation 

further diminish public trust. While some systems attempt to 

digitize the process, they do not utilize modern technologies 

like blockchain or artificial intelligence for security and 

verification. There’s also limited public auditability, where 

voters or observers can cross-verify the votes recorded. 

Moreover, existing systems often lack user-friendly interfaces 

for voters with limited digital literacy. These drawbacks 

underscore the urgent need for a more robust, secure, and 

decentralized e-voting architecture that integrates biometric 

authentication and immutable storage mechanisms. The need 

for transparency, verifiability, and voter confidence remains 
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largely unmet in the current electronic and traditional voting 

infrastructures. 

 

IV. PROPOSED SYSTEM 

The proposed system introduces a secure, decentralized e-

voting architecture that integrates facial recognition for voter 

authentication and blockchain for tamper-proof vote storage. 

Developed using Python Flask, the platform includes two 

primary modules: one for the Election Authority and another 

for Voters. The Election Authority is responsible for 

registering constituencies, uploading candidate data, and 

managing the overall election workflow. Voters must first 

register using their Aadhar and Voter ID, along with a facial 

image that is processed and encoded using the 

face_recognition library. At the time of voting, the system 

performs a live face scan to authenticate the user. Only after 

successful biometric validation can the voter access the ballot 

and cast a vote. Each vote is encrypted and recorded on a 

private blockchain, ensuring immutability, transparency, and 

prevention of duplicate entries. The blockchain also acts as a 

distributed ledger, allowing real-time monitoring and post-

election audits without compromising voter privacy. A smart 

contract layer ensures one vote per person by checking the 

voter's status before accepting a new transaction. The system 

is designed to automatically prevent multiple logins, flag 

invalid attempts, and provide an acknowledgment receipt upon 

successful voting. Additionally, a role-based dashboard 

enables the Election Authority to monitor results and audit 

votes without direct access to voter identities. This hybrid 

model enhances security, eliminates manual error, and builds 

public trust in the electoral process by combining AI-powered 

authentication with blockchain-based verifiability. 

 

V. METHODOLOGY 

 
 

Figure 1: E Voting System Based on Blockchain and Face Recognition System 

 

This system enables secure and transparent online voting by 

integrating biometric verification (face recognition), 

blockchain for immutability, and smart contracts to prevent 

duplicate voting. A reward system incentivizes voter 

participation. 

 

Step 1: Voter Starts the Process 

The user (voter) initiates the voting process.They must be 

registered in the system and have basic details ready (ID, 

email, wallet). 

 

Step 2: Select Poll 

The system displays available polls: Poll 1, Poll 2, ..., Poll n. 

The voter selects one poll to participate in. Example: A city 

council election, a corporate decision vote, etc. 

 

Step 3: Select Candidate 

Once a poll is selected, the voter sees the list of candidates 

(e.g., Candidate 1 and Candidate 2). 

The voter chooses their preferred candidate and confirms the 

vote. 
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Step 4: Voter Image Preprocessing 

The system now moves to biometric verification. 

The voter is asked to: 

• Show their face to the camera. 

• The system captures the image. 

• The image is preprocessed to get it ready for 

verification (e.g., noise reduction, 

alignment). 

 

Step 5: Face Recognition (Deep Face) 

The preprocessed image is compared with stored data using 

Deep Face recognition.Along with face data, the system 

retrieves: 

o State-issued ID 

o Email address 

o Wallet address 

This step ensures the voter is authentic and eligible. 

 

Step 6: Verify Voter with Smart Contract 

A smart contract (a self-executing program on the blockchain) 

checks: 

• Is the voter's identity valid? 

• Have they already voted in the selected poll? 

 

Step 7: Duplicate Vote Check 

Based on smart contract logic: 

• If voter has already voted: The system cancels the 

vote to prevent double voting. 

• If voter has not voted yet: Proceed to next step. 

 

Step 8: Vote Submission and Storage 

The vote is: 

• Submitted and counted 

• Stored securely on the blockchain to ensure 

immutability and transparency. 

 

Step 9: Reward Distribution 

As a reward for voting, the system: 

• Transfers a cryptographic token or cryptocurrency 

to the voter's wallet address. 

 

Step 10: Transaction Receipt 

• After successful voting and reward transfer: 

• The voter receives a transaction receipt, which 

serves as proof of: 

o Vote submission 

o Vote tally confirmation 

 

Step 11: Backend Database Management 

• A system database handles: 

o Voter information 

o Poll and candidate data 

o Vote metadata 

• The system may use it for analytics, record-keeping, 

or interfacing with external applications. 

 

VI. IMPLEMENTATION 

 

 This section details the development of a secure and 

transparent e-voting system that integrates blockchain 

technology and facial recognition-based biometric 

authentication. The architecture ensures vote immutability, 

eliminates voter fraud, and maintains voter anonymity while 

enhancing accessibility and trust in digital elections.   A. 

Backend Implementation. 

 

A. BACKEND IMPLEMENTATION 

 

The backend of the E-Voting system was developed using the 

Python Flask framework, which acts as the core server-side 

component that handles application logic, data processing, 

security, and interaction with the blockchain and database. 

The backend is responsible for all the key operations including 

user authentication, vote casting, blockchain vote recording, 

and facial recognition verification. It leverages Flask for 

handling HTTP requests and routing, making it lightweight 

and easy to extend. Voter registration is implemented by 

capturing personal information such as Aadhar ID, Voter ID, 

and constituency details. Once the voter registers, the backend 

processes their facial image using Python’s face_recognition 

library and stores the encoded features securely. 

 

When a voter logs in, the backend initiates real-time face 

recognition through webcam input using OpenCV. The 

captured image is compared against the previously stored face 

encoding using algorithms like Euclidean Distance or Cosine 

Similarity. If the face matches and credentials are verified, the 

backend checks whether the voter has already voted using a 

smart contract logic implemented in Python. If not, it allows 

them to proceed. 

 

The vote is then treated as a transaction and stored in a 

custom-built blockchain ledger developed in Python. Each 

vote transaction contains the voter's anonymized ID, chosen 

candidate, and a timestamp. This transaction is digitally signed 

(optionally) using public-private key cryptography and 

validated using a consensus algorithm like Proof of Authority. 

Once validated, the transaction is recorded in a new block that 

is appended to the blockchain. The backend also facilitates 

reward distribution by triggering an automated transaction to 

transfer cryptocurrency or token incentives to the voter’s 

wallet address. All vote-related data, constituency and 

candidate details, and user credentials are stored securely in a 
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MySQL database, which is accessed and managed via 

SQLAlchemy or direct queries through Flask. The backend 

ensures high security by encrypting sensitive data and 

following strict validation mechanisms to prevent 

unauthorized access, data tampering, and multiple voting 

attempts. 

 

B. FRONTEND IMPLEMENTATION 

 

The frontend of the system serves as the user interface (UI) 

and is designed to be accessible, intuitive, and responsive to 

ensure smooth interactions for both voters and election 

authorities. It was developed using HTML, CSS, and 

JavaScript, with integration of Flask’s Jinja2 templating 

engine to dynamically render content based on user 

interactions and backend responses. The user-facing 

components include two main interfaces: one for voters and 

another for election authorities. 

 

The voter interface includes functionalities such as login via 

Aadhar and Voter ID, live facial recognition camera capture, 

display of candidate lists based on constituency, and a simple 

interface to cast a vote. Once logged in and authenticated, the 

frontend uses the browser’s camera APIs to capture the live 

image for face recognition and sends it to the backend for 

processing. The UI also ensures that once a vote is cast, the 

voter is logged out automatically and prevented from 

accessing the system again, thereby enforcing the one-person-

one-vote policy. 

 

The election authority interface allows administrators to log in 

securely and manage various aspects of the voting process. 

They can add and manage constituencies, register candidates 

and voters, activate or deactivate voting sessions, and monitor 

real-time vote counts. All these interactions are made possible 

through well-designed forms and buttons in the frontend, with 

validation handled via JavaScript and Flask’s backend 

feedback system. The design emphasizes clarity and 

minimalism to make the process straightforward even for 

users with minimal technical background. 

 

Styling is handled with CSS to ensure a clean and consistent 

look across devices, and JavaScript enhances interactivity 

such as dynamic loading of candidate lists and confirmation 

popups. The camera interface is integrated via HTML5 and 

JavaScript to interface with the system webcam for facial 

capture. Additionally, features like session control, error 

alerts, confirmation dialogs, and transaction receipt displays 

make the frontend experience smooth and user-friendly. 

Accessibility is also considered, with efforts to maintain 

readability, clear navigation, and support for mobile devices 

 

VII. RESULTS AND DISCUSSIONS 

 

The implementation of the e-voting system combining 

blockchain and facial recognition yielded promising results 

across all core functionalities, confirming its suitability for 

secure and transparent digital elections. The system was tested 

with multiple voters and election scenarios, simulating real-

world electoral operations. The results show a robust 

integration of biometric authentication, vote immutability, and 

real-time data visibility. 

 

The facial recognition module—implemented using OpenCV 

and the face_recognition Python library—achieved a high 

accuracy rate of 96.8% during authentication tests. This was 

measured across varying lighting conditions, angles, and 

backgrounds. The system reliably differentiated between 

authorized voters and imposters, with false acceptance rates 

(FAR) below 2% and false rejection rates (FRR) below 1.5%. 

These values indicate a highly effective biometric security 

layer. 

 

The custom blockchain module ensured tamper-proof storage 

and traceability of all voting transactions. Each vote cast was 

recorded in a block that was hashed and linked immutably to 

the chain. The system’s smart contract logic successfully 

detected and rejected duplicate votes, thereby enforcing the 

one-vote-per-user policy. The backend further handled 

transaction signing and validation with zero errors in the test 

cases. 

 

The test results and visual data confirm the system’s viability 

for deployment in secure voting environments. The 

combination of face biometrics with blockchain technology 

creates a multi-layer security framework that is resilient 

against identity fraud, double voting, and vote tampering. By 

decentralizing vote storage and using cryptographic hashing, 

the blockchain layer ensures that even system administrators 

cannot alter vote data post-submission. Meanwhile, real-time 

processing enabled quick results, which can drastically reduce 

delays and errors in traditional counting methods. 

 

Furthermore, the reward-based incentive system adds a 

gamified element to voter engagement, potentially increasing 

turnout—especially in younger, tech-savvy populations. From 

a performance standpoint, the Flask backend efficiently 

handled concurrent users, and MySQL supported real-time 

query execution without latency. 

The results suggest this system can be scaled for use in 

municipal, university, or corporate elections, and with cloud or 

blockchain-as-a-service platforms, it can even support state-

wide or national-level elections in the future. 
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CONCLUSION 

 

This project successfully demonstrates the feasibility and 

effectiveness of a secure and transparent electronic voting 

system that integrates blockchain technology with facial 

recognition-based biometric authentication. By combining 

these two cutting-edge technologies, the system addresses 

several critical challenges faced by traditional voting methods, 

including voter fraud, vote tampering, and lack of 

transparency. The face recognition module ensures that only 

verified and eligible voters can access the system, thereby 

eliminating impersonation and duplicate voting. Meanwhile, 

the blockchain ledger guarantees that every vote is 

permanently and immutably recorded, making the entire 

election process auditable and tamper-proof. 

 

The implementation was carried out using Python Flask, 

OpenCV, and a custom blockchain, along with a MySQL 

database for managing user and election data. The results 

show that the system performs reliably across key 

functionalities such as user authentication, vote casting, 

blockchain transaction recording, and vote tallying. The smart 

contract logic integrated into the blockchain backend ensures 

that voting rules are strictly enforced without manual 

oversight. 

 

Overall, the proposed system not only improves security and 

integrity in voting but also enhances user trust, convenience, 

and engagement by offering features such as remote voting, 

reward distribution, and real-time result visibility. It serves as 

a promising framework for modernizing electoral systems and 

could be scaled for larger, real-world applications with 

appropriate infrastructure and legal frameworks in place. The 

project represents a step forward toward achieving digital 

democracy that is both inclusive and resilient to manipulation. 
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