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Abstract- Fake news and spam emails present critical 

challenges to the digital world, impacting societal trust and 

cybersecurity. This design proposes a scalable Android- 

rested operation that employs advanced deep knowledge 

approaches for identifying fake news content and descry spam 

emails effectively.usingways like Natural Language 

Processing(NLP), Long Short- Term Memory(LSTM) 

networks, and Support Vector Machines(SVM), the system 

ensures accurate results. vital features include multilingual 

support, offline capabilities using SQLite, and a stoner- 

friendly interface to feed to different cult. This innovative 

approach islands significant gaps in being technologies, 

contributing to safer and further informed digital ecosystems. 
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I. INTRODUCTION 

 

 The swift proliferation of false informationthrough 

online media channels has become a global concern, leading 

to severe socio-political consequences. Conventional 

approaches tonews verification are slow and require manual 

intervention, which is impractical in the era of instant news 

sharing. Advanced deep learning techniques, especiallyLSTM 

networkshave demonstrated substantial potential in identifying 

patterns indicative of in detecting fabricated news contentfrom 

textual content. 

 

This research introduces a real-time Fake News 

Classification System integrated with an Android application. 

The system employs LSTM for classification and SVM for 

filtering spam content, while SQLite is used for offline data 

storage. The Android app ensures that users receive instant 

alerts about potentially misleading news articles. The 

application is designed to function effectively even with 

intermittent internet connectivity, enhancing its usability in 

diverse scenarios. 

 

 

 

II. LITERATURE SURVEY 

 

A literature survey serves as a crucial phase in the 

software development process.. Before developing of 

development of intelligent safety systems, Assessing time 

constraints, budget considerations, and organizational 

capabilities is essential before selecting the appropriate 

operating system and programming language for development. 

 

[1] IEEE Xplore, 2021 – LSTM-Based Identifying 

Misinformation on Social MediaIn this work by R. Singh 

and A. Kumar, an LSTM-based a deep learning framework 

was applied to detect fake news on social media platforms. 

The system attained an accuracy rate of93.4% in real-time 

detection. However, the research emphasizedlimitations when 

managing intricate multi-lingual data, affecting its scalability 

across different user bases. Despite its high precision, the 

model faced challenges with processing speed during high-

traffic periods. 

 

[2] Elsevier, 2022 – Hybrid Approach for Misinformation 

DetectionCNN-LSTM Networks Wang and colleagues 

introduced an integrated methodology leveraging 

Convolutional Neural Networks (CNN)with LSTM for 

enhanced feature extraction for detecting fabricated news. The 

system demonstrated significant improvements in accuracy 

and contextual understanding of news articles. However, the 

researchers noted that the model's dependency on extensive 

computational power made it less suitable for mobile-based 

real-time applications. 

 

[3] Springer Link, 2023 – Real-Time Misinformation 

Detection Using BERT in Mobile ApplicationsZhang et al. 

implemented a BERT-based detection system optimized for 

mobile platforms. Their study focused on reducing latency 

while maintaining accuracy, achieving a response time of less 

than 1 second for classification. Although the model 

performed well in structured text analysis, it struggled with 

unstructured social media content and required further 

optimization for diverse text patterns. 
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[4] IJCRT, 2023 – SVM-Based Spam Filtering for News 

ClassificationAhmad developed a real-time spam detection 

mechanism using Support Vector Machines (SVM) to filter 

out low-quality or irrelevant news before classification. The 

study demonstrated a 90% success rate in identifying spam 

content, improving the efficiency of subsequent fake news 

detection. Nevertheless, the system occasionally flagged 

legitimate news as spam, highlighting the need for improved 

differentiation techniques. 

 

 [5] Journal of Intelligent Systems, 2023 – Android-Based 

Fake News Detection and User Alert Mechanism 

Kumar and Patel introduced an Android application integrated 

with an advanced neural network model designed forfake 

news detection. Their implementation featured real-time 

analysis and instant user notifications upon identifying 

misleading content. Although the application was highly 

responsive, its reliance on continuous internet connectivity 

limited its performance in offline scenarios. 

 

III. METHODOLOGY 

 

The methodology of the "Deep Learning-Based Fake 

News Classification with Android App Integration" involves a 

structured, multi-layered architecture that combines deep 

learning, mobile application development, and real-time text 

analysis to efficiently detect fake news and filter spam. The 

system is divided into two core modules: 

 

1. Fake News Detection: 

 

 This module employs LSTM (Long Short-Term 

Memory) architecturesoptimized for analyzing text 

authenticity using Natural Language Processing 

(NLP) techniques. 

 It supports multiple Indian languages to enhance 

inclusivity and broaden its usability across diverse 

linguistic groups. 

 Preprocessing steps include: 

 Tokenization: Segmenting text into discrete 

words or units for structured analysis. 

 Lemmatization:Normalizing words to their 

fundamental form. 

 Stop Words Removal: Eliminating 

common words (e.g., 'the', 'is', 'in') which do 

notsignificantly affect the outcome. 

 Part-of-Speech Tagging:Annotating each 

term with its respectivegrammatical role to 

understand contextual meaning. 

 Named Entity Recognition (NER): 

Identifying key entities such as names, 

organizations, and locations within the text. 

 After preprocessing, the data is fed into LSTM 

models trained on large datasets for elevated 

precision in misinformationclassification. 

 

2. Spam Detection: 

 

 Utilizes machine learning classifiers such as Support 

Vector Machine (SVM) and Random Forest to 

analyze email content and metadata. 

 These classifiers are trained on diverse datasets, 

including spam and non-spam emails, to ensure 

robustness and reliability. 

 Key features for analysis include: 

 Header Analysis: Scanning metadata like 

sender information and routing paths. 

 Content Analysis: Evaluating the body of 

the email for spam-like patterns. 

 URL and Link Inspection: Identifying 

suspicious links or phishing attempts. 

 Attachment Scanning: Verifying if 

attachments contain harmful or malicious 

content. 

 The classification outcome is presented to the user 

alongside a confidence score, indicating the 

likelihood of the email being spam. 

 

3. Offline Data Management 

 

 The system operates offline using SQLite for secure 

and efficient data storage, ensuring seamless access 

even on low-end devices. 

 SQLite is chosen for its light footprint and capability 

to handle large datasets without requiring an internet 

connection. 

 Data synchronization is handled gracefully, allowing 

the app to function effectively in areas with limited 

connectivity. 

 

4. User Interface and Experience 

 

 The app interface is designed to be user-friendly and 

accessible to non-technical users. 

 Key features include: 

 Intuitive dashboard navigation. 

 Clear visual indicators for fake news and 

spam detection results. 

 Real-time alerts for high-risk news and 

emails. 
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 Multilingual support for better accessibility. 

 

The holistic integration of neural networks, machine 

learning models, andoffline storage in a mobile environment 

positions this system as a robust solution for misinformation 

and spam prevention. 

 

 
Figure1 :Methodology of  fake news classification 

 

IV . SNAPSHOTS 

 

 
Snapshot1:The developed application, "Factify," includes 

interfaces that simplify the user experiencewhile addressing 

key functionalities. 

 

 
Snapshot2:Login page. 

 

 
Snapshot3:Registration page. 

 

 
Snapshot4:Dashboard 
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Snapshot5:About Page. 

 

 
Snapshot6:Feedback Page 

 

 
Snapshot7:Fake news detector page 

 

 
Snapshot8:Email Spam detector. 

 

V. CONCLUSION 

 

The project, "Deep Learning-Based Fake News 

Classification with Android App Integration," effectively 

tackles the challenges of fake news and spam email detection. 

By leveraging advanced AI technologies such as ML 

techniques and advanced neural networkslearning, the 

application empowers enabling users to take well-informed 

actions in the onlinespace. Pre-trained models optimized for 

mobile environments, ensuring precise and optimizedanalysis. 

A user-friendly interface with multilingual support, making 

the app accessible even in regions with limited internet 

connectivity. SQLite integration for secure offline storage, 

enhancing privacy and data security. The system has 

undergone rigorous testing to ensure reliability, scalability, 

and adaptability. Its modular architecture supports future 

upgrades and integration of new functionalities.  

 

In summary, this project provides an innovative and 

practical solution to misinformation and email spam. By 

enhancing users’ ability to identify fake news and spam, it 

contributes to a safer and more informed digital society. This 

initiative demonstrates the capabilities of artificial intelligence 

for addressing pressing global challenges, paving creating 

pathways fortechnology-driven societal benefits. 
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