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Abstract- Off late conventional image data hiding and 

encryption mechanisms have seen a shift towards 

homomorphic images which can be thought of being created 

from a constant illumination and a varying reflectance. In this 

proposed work, the Fresnel Transform is employed to convert 

normal images into homomorphic images to reduce the 

redundancy of images. Subsequently, the image is converted to 

the transform domain using the 4th level Discrete Wavelet 

Transform. The truncation of the DWT is done at the 4th level 

so as to limit the complexity of the system. Once the image is 

converted to the transform domain, it is encrypted using the 

Chaotic Baker Map.The embedded data can be extracted from 

the encrypted domain itself without the mandatory necessity of 

first decrypting the image thereby making the secret image 

extraction faster and less perceptible. The evaluation of the 

proposed technique is done based on the histogram analysis, 

the MSE, PSNR, Correlation and Entropy. It has been shown 

that the proposed system performs better compared to the 

previously existing technique in terms of the PSNR for the 

same image from the benchmark USC-SIPI image dataset. 
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I. INTRODUCTION 

 

 Encryption is a very important concept in the area of 

Image security and Cryptography.  Encryption is the process 

of encoding data in a secured form that is only meant for the 

authenticated receiver and can be decrypted only by the 

intended user. It serves to preserve the integrity and 

confidentiality of the image data. The process involves 

converting the original data into cipher text by utilizing high 

end algorithms for encryption. It is a very important process 

that’s helps in protecting the data from intruders [3]. The 

websites use encryption methods to transfer and share data.  

The stronger the encryption system, the better it is to protect it 

from adversaries and third party intruders. The image 

encryption can help in preserving the image data and make it 

more safe and secure. 

 

 

Fig. 1 Image Encryption vs. Image Data Hiding 

 

Image Hiding is another important concept that is 

necessary. It can help in areas where encryption is not 

successful. With image hiding the data can be completely 

hidden and shade in hidden form. Some major features of data 

hiding include imperceptibility which refers to the data being 

unrecognizable and hidden. Another feature is the capacity to 

embed the data of the image. The next feature is the security 

of the image [4]-[5]. The image security must be robust and 

strong.  Hence image security is an important paradigm in the 

security of images 

 

II. PROPOSED METHODOLOGY 

 

Homomorphic images are images which can be 

thought of being created from a constant illumination and a 

varying reflectance [1]. They are becoming very popular for 

image and video security with more advanced graphic 

processing units (GPUs) being developed. Mathematically: 

 

                        (1) 

 

Here, 

I is the original image 

is the illumination 

R is the reflectance 

represents the constant product operator 

f represents a function of. 

 

Typically, the constant illumination component and 

the high pass components can be separated using filters. A low 
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pass filter is used to separate the illumination component and a 

high pass filter is used to separate the reflectance component. 

The image intensity of such an image is given by: 

 

            (2) 

 

Here, 

I is the image intensity which is a function of the coordinates 

(x,y) 

(x,y) are the pixel coordinates 

i is the illumination function 

r is the reflectance function 

Taking log on both sides: 

 

     (3) 

              

In general, the illumination component is similar in value for 

most images and generally have a lot of redundancy or 

redundant data. 

The reflectance however varies significantly for different 

images. Thus to avoid redundancy in the encrypted image, 

save space and reduce the size of the image, only the reflected 

component can be encrypted [26]-[27]. In the LSB positions 

of the encrypted data, the illumination co-efficient can be 

embedded. The embedded data can later extracted from the 

LSB locations and the complete image can be recreated [28]-

[30]. 

The technique to convert normal images to homomorphic 

images is the Fresnel Transform which is mathematically 

given by: 

 

For an image I(x,y), 

 

(4) 

 

Here, 

F is the image in the Fresnel Domain 

x,y are the co-ordinates 

I is the original image 

 is the Transform parameter given by: 

 (5) 

Here, 

 is the wavelength 

 is the separation between the image and the Fresnel plane 

The Fresnel transform is also given by the convolution integral 

of the image I(x1,y1) and the term 

 which is also 

called the propagator function (p) 

Thus, the Fresnel transform can thus be computed as: 

 

            (6) 

 

Here, 

conv represents the convolution operation 

 represents the convolution operator. 

 

Without loss of generality, the convolution of any two 

functions g and h is given by: 

 

        (7) 

 

Here, 

is called the translator variable 

 

 
Fig.2 Computation of Fresnel Transform using Fourier 

Method 

 

 
Fig.3The Graphical Illustration of the Fresnel Transform 

 

The discrete wavelet transform is a complex 

invertible transform which is useful for the analysis of data 

which are highly variable and show lack of smoothness or 

continuity such as images. The Wavelet Transform is 

mathematically defined as: 
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The DWT of a sequence  is: 

S(n)= [ 

+  (8) 

 

The Scaling function is given by:  

 

WΦ (Jo, k) = (9) 

 

The Wavelet Function is given by: 

 

=                    (10) 

 

Where  Is Normalizing term 

with n=0, 1,2,……………..M-1,  

 

`The DWT renders two co-efficient values which are 

the approximate co-efficient (CA) and detailed co-efficient 

(CD). The approximate co-efficient contains the maximum 

spectral information while the detailed co-efficient contains 

the details and is generally affected by noise effects the most.  

After the image is converted to the transform domain using the 

discrete wavelet transform, it is encrypted using the Chaotic 

Baker Map (CBM technique). The chaotic Baker map is an 

effective tool which encrypts images based on an  data 

size permutation. The benefit of the chaotic baker map is the 

fact that it is extremely sensitive to changes in the initial 

conditions. A slight change in the initial conditions makes the 

output of the Baker Map change to an exceedingly large level 

thereby exhibiting the property of chaos.  

 

For digital images, the Dicretized Baker Map is used 

in which every stream of bits which has a length ‘k’ is the 

CBM vector with the property that each of the elements in 

stream divides m perfectly. Mathematically, 

 

(11) 

 

           (12) 

 

Here, 

 represents each element of the Baker Vector B. 

For encrypting an  of the image, the following 

transformation is made: 

 

   (13) 

 

The following constraints should be met for the above 

transformation 

 

                (14) 

 

And 

 

          (15) 

 

The Chaotic Baker Map (CBM) has an important 

property of bijective association wherein each pixel element of 

the plain text image is associated invertible manner to a 

unique element of the cipher text image in a one to one 

correspondence.  

 

The flowchart of the proposed system is depicted in figure 4. 

 

 
Fig.4 Flowchart of Proposed Work 
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III. EXPERIMENTAL RESULTS 

 

The system has been implemented on Matlab 2018a. 

The results obtained have been presented sequentially. 

 

 
Fig.5 Secret Image 

 

 
Fig. 6 Cover Image 

 

 
Fig. 7 Fresnel Transform Computation of Cover Image 

 

 
Fig. 84th Level DWT decomposition of the Reflectance 

 

 
Fig. 9 Homomorphic Encrypted Image 

 

 

Fig. 9 Extracted Secret Embedded Image from Encrypted 

Domain 
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Table 1. Summary of Results 

S.No. Parameter  Value 

1. Image Size 512 x 512 

2. MSE 1.0838 

3. PSNR 82.8905 

4. Entropy 7.1138 

5. Correlation 0.9934 

6. Maximum Embedding  

Rate 

1 

7. Database USC-SIPI 

Image 

Database 

 

The table above depicts the values of the obtained 

parameters for the benchmark data set image. A comparative 

analysis with pervious work in terms of the PSNR is tabulated 

in table 2. 

Table 2. Comparison with Previous Work 

S.No. Approach Avg. PSNR 

1. Reversible data hiding by  

Homomorphic Encryption 

(Wu et al.. [1]) 

57dB 

2. Reversible Data Hiding by 

Block Expansion 

(Jung et al., [2]) 

39.07dB 

3. Non blind predictive edge 

LSB injection method 

(Chokroborty et al.[3]) 

65.7dB 

4. Uncorrelated color space 

LSB Substitution 

(K. Mohammad et al. [4]) 

52.4555dB 

5. Proposed Method 82.8905dB 

 

It can be observed from table 2, that the proposed 

approach employing the encryption of the reflectance 

component alone based on Fresnel Transform and subsequent 

LSB substitution based on the DWT co-efficients for 

separation of the critical information and details clearly 

outperforms the conventional LSB substitution mechnaisms. 

 

The proposed method thus attains higher PSNR value 

compared to existing baseline techniques with low MSE 

values thereby rendering high level of security along with 

relatively high trustworthiness in terms of image quality (high 

PSNR). Thus the proposed method strikes a balance between 

attaining security as well as reliability for encryption systems. 

 

IV. CONCLUSION 

 

It can be concluded from the previous discussions 

that using the proposed system, it possible to obtain embedded 

data can be extracted from the encrypted domain itself without 

the mandatory necessity of first decrypting the image thereby 

making the secret image extraction faster and less perceptible. 

The evaluation of the proposed technique is done based on the 

histogram analysis, the MSE, PSNR, Correlation and Entropy. 

It has been shown that the proposed system performs better 

compared to the previously existing technique in terms of the 

PSNR for the same image from the benchmark USC-SIPI 

image dataset. 
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