IJSART - Volume 10 Issue 5 — MAY 2024

ISSN [ONLINE]: 2395-1052

Spam Sms Detection

Supriya Bankar?, Anvesh Paunikar?, Bhagyashri Lobhe®
1.2.3 Dept of Masters of computer application,
123G H Raisoni College of Engineering and Management, Wagholi, Pune, Maharashtra,

Abstract- Proliferation of mobile devices and Short Message
Service (SMS) communication has led to an increase in
unwanted spam messages. Users' privacy, security and overall
which negatively affects usage by causing serious problems in
terms of messaging. To this end, this research paper proposes
a new method to detect spam messages using machine
learning and natural language processing.

The study first collects and pre-processes different
SMS files containing legitimate SMS and spam SMS. Various
pre-reading techniques are used to clean and model the data
in preparation for feature extraction.

Then the feature engineering method with TF-IDF
(time frequency converted data frequency) is used to extract
feature data from the text. Then, many supervised learning
algorithms such as Naive Bayes and Random Forest data
collection are trained on the following models to create a
good classification model.

The performance of these models is evaluated by
evaluating the model, including precision, accuracy, recall,
and F1 score, to determine its effectiveness in detecting spam
while reducing negativity.
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I. INTRODUCTION

In today's digital age, Short Message Service (SMS)
has become an integral part of communication, facilitating
quick and convenient exchange of information. However,
alongside legitimate messages, SMS platforms are also
susceptible to spam, which not only consumes user time and
resources but also poses security risks. SMS spam detection
projects aim to mitigate this issue by employing machine
learning and natural language processing techniques to
automatically identify and filter out unwanted spam messages.
These projects typically involve the collection of a diverse
dataset comprising both legitimate and spam SMS messages.
Leveraging this dataset, machine learning models are trained
to recognize patterns and characteristics that distinguish spam
from legitimate messages. Features such as message content,
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sender information, and metadata may be extracted and used
to build predictive models.

The core objective of SMS spam detection projects is
to develop accurate and efficient classification algorithms that
can effectively discern between legitimate and spam messages
in real-time. By deploying such models within SMS
applications or network gateways, users can experience
enhanced security and usability, as unwanted spam messages
are automatically filtered out before reaching their intended
recipients.

Overall, SMS spam detection projects play a crucial
role in safeguarding users' communication channels, ensuring
a seamless and secure messaging experience in today's digital
landscape.
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Fig. 1. Flowchart of Project
Il. LITERATURE SURVEY

Previous research in spam detection has explored
various techniques and methods to solve the challenge of
identifying spam messages. These studies investigated the
effectiveness of machine learning algorithms, natural language
processing techniques, and hybrid techniques in spam
detection.

Many studies have focused on the use of machine
learning algorithms such as Naive Bayes, Support Vector
Machines (SVM), stochastic forests and neural networks for
SMS spam detection. This process involves training a group of
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registered mailers to learn the patterns and characteristics of
spam emails.

Hybrid models that combine rule-based methods with
machine learning algorithms have been gaining attention
lately. This system uses proprietary information and data-
driven techniques to increase spam detection accuracy and
reduce false positives.

The research also focuses on developing an SMS
spam detection system that can process messages in near real-
time. These systems often involve deploying training models
on SMS gateways or mobile applications to filter spam before
it reaches the user's inbox.

Measures such as accuracy, precision, recall, F1
score and ROC-AUC are widely used to evaluate the
effectiveness of spam detection models. Researchers often
compare the results of different algorithms and techniques
based on these measurements to determine which one is best
for practical use.

Alsmadi, 1., & Sahar, H. (2014). A survey of SMS
spam filtering techniques. This survey provides an overview
of various techniques used for SMS spam filtering, including
rule-based, machine learning, and hybrid approaches. It
discusses the strengths and weaknesses of each technique and
highlights recent advancements in the field.

Habibi, H., & Ghorbani, A. A. (2016). A survey of
SMS spam detection techniques. This survey focuses on
different machine learning algorithms and features used for
SMS spam detection. It covers traditional methods such as
Naive Bayes and Support Vector Machines, as well as newer
approaches like deep learning. The survey also discusses
challenges and future directions in SMS spam detection.

Santos, J., & Freire, M. (2012). SMS spam filtering:
A survey. This survey reviews the evolution of SMS spam
filtering techniques over the years and categorizes them into
content-based and behavior-based methods. It discusses the
effectiveness of different approaches and identifies open
research challenges in the field.

Cormack, G. V., & Lynam, T. R. (2014). TREC spam
track overview. While not a traditional literature survey, this
paper provides an overview of the spam detection task in the
Text Retrieval Conference (TREC) competitions. It discusses
the datasets, evaluation metrics, and techniques used by
participants to develop SMS spam detection systems.
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Murtaza, S., & Mahmood, A. N. (2018). A review of
machine learning techniques for SMS spam filtering. This
review focuses specifically on machine learning techniques for
SMS spam filtering, including both traditional algorithms and
deep learning approaches. It discusses feature selection,
classification models, and evaluation metrics used in the field.

I11. PROPOSED SYSTEM

In our proposed system for SMS spam detection, we
aim to develop an efficient and accurate solution leveraging
state-of-the-art machine learning and natural language
processing techniques. Our approach integrates various
algorithms and methodologies to effectively identify and filter
out unsolicited SMS spam messages, thereby enhancing users'
privacy and messaging experience.

e  Algorithm Selection:

We employ a combination of supervised learning
algorithms, including Naive Bayes and Random Forests, to
build robust classification models capable of distinguishing
between legitimate and spam messages. These algorithms are
chosen for their effectiveness in handling text classification
tasks and their ability to generalize well to unseen data.

e How it Works:
Data collection and prioritization:

We collect different data, initially including legitimate and
spam messages.

Collected data is pre-processed including cleaning,
tokenization and normalization to ensure consistency and
quality.
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Fig. 2. Block Diagram for How System Works
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L] Feature extraction:

Use engineering methods such as TF-IDF (time
frequency transformed data frequency) to extract information
features from text corpuses. This technique helps represent
data files in a digital format suitable for machine learning
algorithms.

e Training model:

Then the data set is divided into training set and test
set. We use training data to train our classification model, and
the algorithm learns to distinguish spam from legitimate
messages based on the extracted features.

e Evaluating the Model:

Other training models use standard evaluation
methods such as accuracy, precision, recall, and F1 scores to
evaluate their ability to identify spam while minimizing the
negative effects of the operation.
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Fig. 3. Working of Proposed System
e Libraries used:

We use popular Python libraries such as Scikit-learn,
NLTK (Natural Language Toolkit) and Pandas to implement
various levels of SMS spam detection. These libraries provide
powerful tools and functions for data preprocessing, model
extraction, model training and evaluation.

IV. CONCLUSION

In this project, we have created a good SMS spam
detection system, which aims to solve the spam problem of
SMS spam. Using machine learning and machine learning, we
have developed effective solutions that identify and filter
spam, thereby improving user privacy, security and delivery of
messages.
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Our SMS spam detection has several important benefits:

User interaction: By integrating our system into the SMS
platform or website, users can experience a safer and more
secure messaging environment. The system effectively
responds to user queries and reduces the leakage of unwanted
content by separating legitimate email from spam.

Domain-specific customization: Our system can be
customized and adapted to specific domains or sectors; thus
allowing spam campaigns to detect specific characteristics of
different languages. This update improves the accuracy and
effectiveness of spam detection in many areas.

Continuous improvement: In order to be more accurate and
effective in spam detection, we have worked on various
technologies and methods to increase accuracy. This includes
regular training and updating the system with new information
and feedback to improve its performance over time.

More research and development efforts in the future
may focus on expanding SMS spam detection systems,
including improved techniques and strategies to deal with
changes in spam technologies. Additionally, collaborating
with network providers and regulators can help deploy our
systems on a larger scale and thus help protect a wider range
of users from the spread of spam words.

In summary, our spam detection project represents an
important step towards this goal. Resolving problems caused
by unwanted spam messages. By leveraging the power of
machine learning and word processing, we have created a
solution that not only improves the user experience but also
helps communicate better than before.
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